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ALGORITHM AES - STRUCTURE,
TRANSFORMATIONS AND PERFORMANCE

Boris Damjanovic¢!

Abstract

Today’s cryptographic algorithms are designed in a way that they combine
mathematical theory and practice of computer science in order to improve
resistance to cryptanalysis. Cryptographic algorithms are designed around the
binary data format keeping in mind the presumption of hardening possibility
of cracking the algorithm. One of the algorithms whose resistance to cryptanalysis
during the past 16 years is extensively tested algorithm AES. The Advanced
Encryption Standard (AES) is the first cryptographic standard aroused as the
result of public competition established by U.S. National Institute of Standards
and Technology (NIST). AES has emerged as restriction on winner of this com-
petition, called Rijndael algorithm on the block size of 128 bits. From the moment
of its acceptance of the standard in 2001, testing and research of its resistance
on cryptanalysis and research focused on improving its performance are made.
This paper presents a detailed overview of the algorithm AES, together with all
its transformations and with ideas to speed up its work.

Keywords: Cryptogaphy, Algorithm AES, performance
JEL classificaiton:C00

INTRODUCTION

Today’s cryptographic algorithms are designed in a way that they com-
bine complex mathematical procedures and the theory and practice of
computer science in order to improve resistance to cryptanalysis. As stated
in [1] AES (Advanced Encryption Standard) algorithm is a complex cipher
whose resistance to cryptanalysis has been extensively tested over the last
15 years. This algorithm has become the de facto global standard for com-
mercial and open source software and hardware. In addition to the U.S.
administration, a number of institutions and individuals around the world
use this algorithm. Advanced Encryption Standard (AES) is the first cryp-
tographic standard aroused as a result of public competition that was esta-

1 Boris Damjanovi¢ Ph.D., Banja Luka College, Banja Luka; boris.damanovic@blc.edu.ba
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blished by U.S. National Institute of Standards and Technology. Standard
can theoretically be divided into three cryptographic algorithms: AES-128,
AES-192 and AES-256.

In January 1997, the US National Institute of Standards and Technology
(NIST) announced the start of an initiative to develop a new encryption
standard: the AES . The new encryption standard was to become a Federal
Information Processing Standard (FIPS), replacing the old Data Encryption
Standard (DES) and triple-DES. Unlike the selection of prior cryptographic
algorithms, NIST had announced that the AES selection process would be
open. Anyone could submit a candidate cipher. Each submission, provided
it met the requirements, would be considered on its merits. NIST would not
perform any security or efficiency evaluation itself, but instead invited the
cryptology community to mount attacks and try to crypt analyse the different
candidates, and anyone who was interested to evaluate implementation cost.
All results could be sent to NIST as public comments for publication on the
NIST AES web site or be submitted for presentation at AES conferences.
NIST would merely collect contributions using them to base their selection.
NIST would motivate their choices in evaluation reports [2].

NIST has prescribed the following rules [3]:

AES shall be publicly defined.

AES shall be a symmetric block cipher.

AES shall be designed so that its key length may be increased as needed.

AES shall be implementable in both hardware and software.

AES shall either be

+ freely available, or

« available under terms consistent with the ANSI Patent Policy.

e Algorithms which meet the above requirements will be judged based on
the following factors:

« security (resistance to cryptanalysis),

+ computational efficiency;,

+ memory requirements,

+ hardware and software suitability,

+ simplicity,

+ flexibility, and

+ licensing requirements

The required effort to produce a ‘complete and proper’ submission pac-
kage would already filter out several of the proposals. The 15 submissions
that were completed in time and accepted were: CAST-256, Crypton, DEAL,
DFC, E2, Frog, HPC, LOKI97, Magenta, Mars, RC6, Rijndael, SAFER+,
Serpent and Twofish [1, 2, 4, 5, 6].

10
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After the series of workshops (Ventura-California, august 1998., Rome,
march 1999.) and researchs conducted and papers published, there was a
relatively calm period that ended with the announcement of the five candi-
dates by NIST in August 1999. The finalists were: MARS, RC6, Rijndael,
Serpent and Twofish [1, 2, 4, 5, 6].

Next round of testing was held in April 2000 in New York at a conferen-
ce that was dedicated to this algorithm. The conference was combined with
the results of the next workshop titled Fast Software Encryption Workshop,
which was also held in New York [1, 2].

On 2 October, 2000, NIST officially announced that Rijndael would be-
come Advanced Encryption Standard [1, 2].

AES algorithm, as defined by FIPS-197 document [7] cites a data block
must be always 128 bit-long, while the key sizes could be 128, 192 or 256
bits. On the other hand, Rijndael (from which AES evolved) allows for both
key and block sizes to be chosen from the set of {128, 160, 192, 224, 256}
bits. The very fact that AES is really just a subset of Rijndael emphasize its
large flexibility.

As mentioned, AES algorithm described in FIPS-197 document [7, 8, 9]
transforms 128 bit block of data during 10, 12 or 14 rounds using the initial
key lengths of 128, 192 and 256 bit. The initial key is then enlarged to
(10+1)*16, (12+1)*16 or (14+1)*16 bytes in the key expansion routine. Each
round repeats the SubBytes(), MixColumns(), ShiftRows() and AddRoundKey()
transformations. AES authors redefine both addition operation within the
GF(2%), which is then conducted by XOR operation at the byte level and
multiplication operation which is thus conducted as polynomial multiplica-
tion with the conditional modulo polynomial 0x11B. The mentioned multi-
plication is the most time consuming in the aspect of optimization, because
it is intensively used during the MixColumns() transformation.

Inverse cipher transforms 128 bit block of ciphertext during 10, 12 or 14
rounds using the same keys as cipher. Each round repeats the InvSubBytes(),
InvMixColumns(), InvShiftRows() and AddRoundKey() transformations.

In the following text, the theoretical assumptions and basic transforma-
tion of this algorithm will be displayed.

MATHEMATICAL PRELIMINARIES

The field GF(28)

Every byte of data in the AES algorithm is treated as a series of bits whi-
ch are elements of a finite field. A byte b, consisting of bits b, b_ b, b, b, b

6 5 74 7372

b, b, is considered as a polynomial with coefficient in {0,1} [10]:

11
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¥
b?x? +h6x6+h5x5 +b4x4 +b3x3 +b2x2+b1x +hu=Zbixi (]_)
i=0

For example, {01100011} identifies the specific finite field element [7]
Xe+txgt+tx+1 )

Addition

Authors of the AES algorithm redefine the addition operation. The addition
[7] of two elements in a finite field is achieved by “adding” the coefficients for
the corresponding powers in the polynomials for the two elements. The addi-
tion is performed with the XOR operation (denoted by @) - i.e., modulo 2 - so
that

1®P1=0,100=1,and 0D0=0.

For example:

xe+x+xP+Hx+ D)+ +x+ 1) =x"+x0+x* + x%, as polynomial:
{01010111} @{10000011} = {11010100} , binary 3)
{57} @{83} = {d4} , hexadecimal.

Consequently, subtraction of polynomials is identical to addition of
polynomials.

Multiplication

In the polynomial representation, multiplication in GF(2%) (denoted by
+) corresponds with the multiplication of polynomials modulo an irreduci-
ble polynomial of degree 8. A polynomial is irreducible if its only divisors
are one and itself. For the AES algorithm, this irreducible polynomial is

mx)=x*+x*+x*+x+1 (4)

or in hexadecimal representation.:
{01}{1b} (5)

For example:
57h « 83h
{57} « {83} = {c1}
1010111 + 10000011 = 11000001
(C+x+x2+x+1) X +x+1) = B x+x®+x+ X+ ©)
X+ X+ +xX2+x+
xX+xt+x2+x+1
= XBx+ X+ X+ x0+ x>+ xt+ X3+ 1

12
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Finally:
P+ xT+ X+ x4+ X+ X +x*+ X+ D) mod X+ x*+ X3 +x+1) =
X +x0+1

7)

Dividing with this polynomial ensures that the result will always be a
binary polynomial of degree less than 8 so that it can be represented by a
single byte.

Multiplication by x

As stated in [1, 7], if we have to multiply the following polynomial:
b(x) =bx” + bx® + bx* + b x* + b,x’ + b,x*> + b x' + b, (8)

With polynomial x, we get the result:

b.x* +bx" + bx® +bx* + bx* + bx*> + b x> + b x* 9)

The result of multiplication of the x*b(x) is then reduced to the degree 8
by applying the modulo operation with irreducible polynomial m(x). If b7
= 0, the polynomial is already in the reduced form. If b7 = 1, the reduction
is carried out by subtracting (using an XOR operation) the polynomial m (x)
(1].

At the bit level, multiplication by x ({00000010} or {02}) can be done by
using the left Shift after which the (conditional) follows with xor {00011011}
or {1b}.

For example, to multiply {57} « {13} = {fe}, we wil use [1]:
(57} + {01} = {57} 1
{57} « {02} = xtime({57}) = {ae} 1
{57} « {04} = xtime({ae}) = {47} 0 (10)
{57} « {08} = xtime({47}) = {8e} 0
{57} « {10} = xtime({8e}) = {07} 1

Bearing in mind that the {13h} is equal to {10011b}, if we need to multi-
ply {57} « {13} = {fe}, we will use:
{57} « {13} = {57} = ({01} D{02} B1{10})
= {57} D{ac} B{07} (11)
{fe}

Alternativelly, description of AES multiplicatio is given in [11], where is
stated that the finite field element {00000010} is the polynomial x, which
means that multiplying another element by this value increases all it’s powers
of x by 1. This is equivalent to shifting its byte representation up by one bit
so that the bit at position i moves to postion i+1. If the top bit is set prior to
this move it will overflow to create an x® term, in which case the modular
polynomial is added to cancel this additional bit to leave a result that fits
within a byte. When {11001000} is multiplied by x, {00000010}, the initial

13
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result is 1{10010000}. The ‘overflow’ bit is then removed by adding the mo-
dular polynomial, 1{00011011}, using an exclusive-or operation to give the
final result as {10001011}.

Polynomials with coefficients in gf(28)

Four term polynomials can be defined with coefficients that are finite
field elements as [7, 11]:

a(x) =axX’+ax’+ax +a, (12)

where the four coefficients will be denoted as a word in the form [a0, al
, a2, a3] (note that the index increases from left to right in this notation)
[11]. With a second polynomial:
b(x) =b,x* + b,x* + b x' + b, (13)

define a second four-term polynomial.

Multiplication is achieved in two steps. In the first step, the polynomial
product c(x) = a(x) « b(x) is algebraically expanded, and like powers are
collected to give

— 6 5 4 3 2 1
c(x) =cx’+ X’ +cxt+ X’ + X + ¢ x + ¢ (14)

where

(a,* by,

(a,*b) D (a b)),

(a,*b,) D (a *b) D (a, b)),

(a,*b,) D(a, *b,) B(a,*b) B(a,* b)), (15)
(a,*b) D (a,*b,) D (a,* b)),

(a,*b,) D (a,* b)),

(a,*b,).

o000 0 060
ENMRR RSO g o
L I

The result, c(x), does not represent a four-byte word. Therefore, the second
step of the multiplication is to reduce c(x) modulo a polynomial of degree
4; the result can be reduced to a polynomial of degree less than 4. For the
AES algorithm [1, 11], this is accomplished with the polynomial

xt+ 1 (16)
so that:
x! mod (x* +1) = ximed+ (17)

The modular product of a(x) and b(x), denoted by a(x) & b(x), is given by
the four-term polynomial d(x), defined as follows [1, 11]:
d(x) =dx* +dx* +dx' +d, (18)

where

14
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d(x) = c(x) mod (x* +1) = (cx® + c.X* + ¢ x* + ¢,X* + ¢, X* + ¢ X' + ¢, ) mod (x* +1) =

C6X6 mod 4 + CSXS mod 4 + C4X4 mod 4 + C3X3 mod 4 + CZXZ mod 4 + ClXl mod 4 + COXO mod4 _

cxX’+ex +e X+ X+ X’ +cx +cx’= (19)
3 2 2 1 1 0 0 _

X+ X+ X +cx +oxt +c X’ +cx’=

d® +dxX*+dx! +d,

and
d,=c,®c,=(a,*b) D (a *b,) D (a,*b) D (a,*b),
d,=c @c,=(a,*b) D (a *b) D (a,*b,) D (a;*b,), (20)
dz:CzEB 6:( b)@(a b)ea(az.bo)@(a}.b.%)’
d;=c,=(a,*b ) @(a, *b,) B(a,b) B(a,b).

When a(x) is a fixed polynomial, the operation defined in equation (18)
can be written in matrix form as [1, 7, 11]:
90 a, a; a, a (o
9 a, a, a, a,|o
9, a, a, a, a,fo

9; a; a, a, a, |0
Figure 1: Modular product a(x) ® b(x)

Because x4 +1 is not an irreducible polynomial over GF(2%), multiplica-
tion by a fixed four-term polynomial is not necessarily invertible. However,
the AES algorithm specifies a fixed four-term polynomial that does have an
inverse [1, 7, 11]

a(x) = {03}x® + {01}x% + {01}x + {02}

2'(x) = {ObC + {0d + {09)x + {Oe} 1)

Another polynomial used in the AES algorithm (RotWord function) has
coefficients [1]:

a’a'a? = {00} i

a® = {01}

which is the polynomial x. If this polynomial is inserted in the previous
matrix, we have [1]
g, 0, 1, 0, O (6, 0*6,+1%6, +0*0, +0*0, 0
g, 0, 0, 1, 0,016,| |0%6,+0%6,+1%6,+0%0,| |0,
g, | 10, 0, 0, L,|l6,| [0%6,+0%6,+0%6,+1%6,| |6
g, I, 0, 0, O,][o¢; 1*6, +0%6, +0*0, +0*0, 0,

=

[

3 2 1

Figure 2: RotWord

15
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which gives the effect of rotation of bytes in word. Polynomial [b0, b1,
b2, b3] is transformed into [bl, b2, b3, bO0].

Array state

As stated in [11], Rijndael operations are internally performed on a two
dimensional array of bytes called the state that consists of 4 rows of bytes,
each of which contains Nb bytes, where Nb is the input sequence length
divided by 32. In the state array, denoted by the symbol s, each individual
byte has two indexes: its row number r, in the range 0 £ r < 4, and its column
number c, in the range 0 £ ¢ < Nb, hence allowing it to be referred to either
as sr,c or as s[r, c|. For AES the range for c is 0 £ ¢ < 4 since Nb has a fixed
value of 4.

At the start (end) of an encryption or decryption operation the bytes of
the cipher input (output) are copied to (from) this state array in the order

shown in Figure 1.
input bytes state array output bytes

So0 | So.1 | Soz2 | Sos
Sio | S11|S12| S13
S0 | S21 | S22 | S23
Ss0 | S31| Sa2 | Sa

-}|0ut0|out1|out2| | |out15|

[ino [ iny [ima | . | - Jinss |->

Figure 3: Input to the cipher state array and output from it

ALGORITHM SPECIFICATION

Rijndael is a key-iterated block cipher: it consists of the repeated appli-
cation of a round transformation on the state. The number of rounds is
denoted by N r and depends on the block length and the key length. [2].

The cipher transformation

Encryption function encompasses four AES transformations. Pseudo
code encryption functions can be represented in the next few lines [7].

16
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/*in out keys w */

Cipher (byte in[4*Nb], byte out[4*Nb], word w[Nb*(Nr+1)])
begin

byte state[4, Nb]

state = in

/* initial mixing with key */

AddRoundKey( state, w[0, Nb-1])

/* ,common" rounds */

For round = 1 step 1 to Nr-1

SubBytes(state)

ShiftRows(state)

MixColumns(state)

AddRoundKey(state, w[round*Nb, (round+1)*Nb-1])
End for

/* final round */

SubBytes(state)

ShiftRows(state)

AddRoundKey(state, w[Nr*Nb, (Nr+1)*Nb-1])

Out = state
End

Listing 1: Pseudo code for Cipher() function

As stated in [7], individual transformations SubBytes() ShiftRows() Mix-
Columns(), and AddRoundKey() transform the buffer State during each
round. From the pseudo code can be seen that only the final round is diffe-
rent from previous Nr rounds, in that it does not perform the MixColumns()
function. The article [2] states that the authors changed the names of some
transformations according to the suggestions Dr. B.Gladmana in relation to
the original document filed.

Subbytes transformation

The SubBytes() transformation is a non-linear byte substitution that
operates independently on each byte of the State using a substitution table
(S-box). This invertible S-box is constructed by composing two transforma-
tions [1, 7]:

1 .Take the multiplicative inverse in the finite field GF(28), the element
{00} is mapped to itself.

2. Apply the following affine transformation

6'14 = 6u @ 6(1#4)M0;[ 8 @ 6(WS)MO/‘J 8 @ 6(u+6) Moz 8 @ 6(1#7)M0}1 8 (—B uu (22)

for 0 <=i < 8, where b, is the i, bit of the byte, and c, is the ith bit of a
byte ¢ with the value {63} or {01100011}.

17
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1
)|
1
)|
1
)|
|

—

B,] [tooo1111 [b] [1
B.o| [11000111 |b,| |1
B, [11100011 [b,| |0
Bo|_|11110001 b Jo
B, (11111000 [b,| |0
p.l 01111100 [[b.| |1
p.| loo111110 b | |1
»,] [00011111 |b,| |O]

Figure 4: Single S-Box element

Effect of the SubBytes() transformation on the State is

| S-box \
Soo | Soaf | So2 | Sogs S'o0 %on S'o2 | Sos
S0 Sic [S12 S13 S| S're Sz | Ss
S20 | S21 | S22 | S23 S'20 | S'21 | S22 | S23
Sso | Ss1 | Ss2 | Sss S'30 | S'31 | Ss2 | Sas

Figure 5: Applying SubBytes on single State element

Shiftrows transformation

As stated in [7], in the ShiftRows() transformation, the bytes in the last
three rows of the State are cyclically shifted over different numbers of bytes
(offsets). The first row, r = 0, is not shifted.

S,r,c =S 1, (¢ + shift(r, Nb) ) mod Nb
zaO<r<4i (23)

0 <c<Nb,

Figure 6 illustrates the ShiftRows() transformation.
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S S

SO,O S0,1 S0,2 S0,3 SO,O SO,'] SO,Z S0,3

S1,0 S1,1 S1,2 S1,3 S1,1 S1,2 S1,3 S1,0

S2,0 S2,1 82,2 82,3 82,2 82,3 SZ,O 82,1

S3,O S3,1 S3,2 S3,3 83,3 S3,0 S3,1 83,2

y vy vy

Figure 6: Applying SubBytes on single State element

Mixcolumns transformation

The MixColumns() transformation operates on the State column-by-
-column, treating each column as a four-term polynomial. The columns are
considered as polynomials over GF(2*) and multiplied modulo x* + 1 with a
fixed polynomial a(x), given by [1, 7]

a(x) = {03}x3 + {01}x2 + {01}x + {02} (24)

this can be written as a matrix multiplication. Let

§'(x) = a(x) ®s(x) (25)
o, a6 0 0,
t,ul |0 @ 0 0 ¢,
Eul [0 0 2 8 o,
E R R O

Figure 7: MixColumns transformation as matrix

The four bytes in a column are replaced by the following

{02} +s,) @({03} =5, ) ® ({01} =5, ) @ ({01} s, )
{01} +5,) @ (102} =5, ) @ ({03} 5, ) @ ({01} =5, ) (26)
{01} +5,) @ ({01} =5, ) @ ({02} =5, ) & ({03} =5, )
{03} +5,) @ ({01} =5, ) @ ({01} =5, ) & ({02} =5, )

L
£y

)
) >

>3
| T
A~~~

Addroundkey transformation

In this transformation , the state is modified by combining it with a round
key with the bitwise XOR operation [2]. Nb words from the key schedule
are each added (XOR'd) into the columns of the state so that [1, 7]:
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Pro{ireni (Expanded) kljul]
W|_+C

Bar+1 | Barr2 | Barvs | Barsa

S

So,0 Soe So.2 So3 S'o0 S'oe So2 | Sos
S0 Ste Si2 Si3 S0 S Sz | S
S2,0 Szc S22 S23 S'20 S'2c S22 | S'23
Sso || See | Ss2 | Sss Ss0| Ssc || S52 | Shs

Figure 8: AddRoundKey transformation

The key schedule

As in [11] the round keys are derived from the cipher key by means of a
key schedule with each round requiring Nb words of key data with an extra
initial set making Nb(Nr + 1) words in total. The resulting key schedule
consists of a linear array of 4-byte words, denoted [wi ], with i in the range

0 <=1i< Nb(Nr + 1).

The function RotWord(x) takes a word [bo , b1 , b2 , b3] as input and returns
the word

[b,,b,,b,,b].

The word array Rcon[i] contains the values given by [x'?, 0, 0, 0] with x**
being powers of x in the field GF(256) (note that i starts at 1, not 0).
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KeyExpansion( byte key[4*Nk], word w[Nb*(Nr + 1)], Nk)
begin

word temp

i=0

while (i < Nk)

wli] = word( key[4*i], key[4*i+1], key[4*i+2], key[4*i+3])
i=i+1

end while

i=Nk

while (i < Nb*(Nr + 1))

temp = wli-1]

if ((i mod Nk) = 0)

temp = SubWord(RotWord(temp)) xor Rcon[i/Nk]

else if ( (Nk > 6) and ((i mod Nk) = 4)

temp = SubWord(temp)

end if
wli] = w[i - Nk] xor temp
i=i+1
end while
end
Listing 2: Pseudo code for KeyExpansion
INVERSE CIPHER

AES Decryption computes the original plaintext of an encrypted cipher-
text. During the decryption, the AES algorithm reverses encryption by
executing inverse round transformations in reverse order. The round trans-
formation of decryption uses the functions AddRoundKey, InvMixColumns,
InvShiftRows, and InvSubBytes [12]. The Inverse Cipher is described in
following pseudo code [1]:
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InvCipher (byte in[4*Nb], byte out[4*Nb], word w[Nb*(Nr+1)])
begin

byte state[4, Nb]

state = in

AddRoundKey( state, w[Nr*Nb, (Nr+1)*Nb-1])

For round = Nr-1 step -1 downto 1
InvShiftRows(state)

InvSubBytes(state)

AddRoundKey(state, w[round*Nb, (round+1)*Nb-1])
InvMixColumns(state)

End for

InvShiftRows(state)
InvSubBytes(state)
AddRoundKey(state, w[0, Nb-1])

Out = state
End

Listing 3: Pseudo code for InvCipher() function

PERFORMANCE IMPROVEMENT

Today’s cryptographic algorithms are designed in a way that they com-
bine mathematical theory and practice of computer science in order to
improve resistance to cryptanalysis. Complexity of cryptographic algorithms
caused the respective requirements in terms of processing power.

In order to increase performance, hardware manufacturers today are
using multiprocessor systems or hardware accelerators. The first request
requires a special way of code writing from the manufacturers of the system
as well as cryptographic software. The second request from the software
manufacturer imposes an obligation to adapt to the specific drivers or spe-
cial instruction sets. A special kind of improvements is represented by the
research of potential acceleration of modes of operations by using paralle-
lization.

When it comes to performance of this algorithm, there is the potential
use of specific solutions, such as eg. assembler language or C / C ++ for the
AES-NIinstruction set. There are a number of works that examine the pos-
sibility of algorithm AES acceleration [9, 13, 14, 15, 16] on different platforms
and programming languages.

Recently, there have been emerged three programming paradigm con-
nected with AES algorithm acceleration. There are a number of studies [17,
18, 19] that have focused on the performance improvement of this algorithm
by using parallelization of its execution.
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In terms of performance improvements, there are solutions that use the
GPU parallelization and performance improvement as [1, 20, 21, 22].

In his study Manavski [22] discusses the possibility of the implementati-
on of the algorithm AES using at that time traditional approach, that is
based on the OpenGL library as well as the implementation using the NVI-
DIA CUDA platform and determine the benefits that are achieved using the
new architecture.

The existence of different modes of operations has already served as an
idea for parallelization of execution of some algorithms. According to Lipmaa
et al. [23] blocks C1, C2, ... can also be encrypted at the same time and the-
refore CTR mode can be paralelized.

The rapid development of GPU (Graphic Processing Unit) units and user
environments such as NVidia CUDA or OpenCL has led to various attempts
AES algorithm parallelization using CTR mode. Thus, according to Tran et
al. [24] the authors first increase the size of the block in relation to the stan-
dards defined by AES algorithm, and then use the coarse grained granula-
rity for algorithm parallelization. Authors in the solution shown in (Di Bia-
gio et al. 2009) using a fine (fine grained) and internal granularity parallelism
of each round by independently manipulating with 4 32-bit words (T-word)
that occur in each AES-this round. Authors in [21] are using a fine grained
granularity and internal parallelism of each round by independently mani-
pulating with 4 32-bit words (T-word) that occur in each AES-this round.

In an Intel document [25] author present the source code of programs
that are generated keys and 128-bit, 192-bit and 256-bit encryption and
decryption in ECB, CBC and CTR cryptographic modes. This text presents
the source code for the simultaneous (parallel) processing of 4 blocks of data
in the ECB, and the CTR mode and decryption in CBC mode. All examples
can be compiled using Intel C/C ++ compiler v11 or later.

Hoban et al. [26] in exploring the possibility of improving the method for
encryption within the operating system Linux provide a solution for the
performance of this algorithm parallelization using XTS encryption mode.
In [27] authors examine possibilities of achieving performance improvement
by using new parallel tweakable OFB modes of operation. In creation of
these new modes, XEX and XE constructions and XTS-AES multiplication
are used.

As stated in [1], research has shown that the greatest acceleration in the
execution of the algorithm can be achieved using aes-ni instruction set. In
addition, use of GPU units for AES algorithm parallelization has enormous
potential for the performance acceleration of this algorithm. Use of the GPU
units in programs have shown almost equal performance with programs
using Ni-AES instruction set.
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CONCLUSION

In this paper gives an overview of the algorithm AES with its transfor-
mations and basic directions and methods used to accelerate its execution.
A characteristic of today’s conventional computer system is slowing the
growth rate of single-processor systems and focusing hardware manufactu-
rers on multi-processor systems and hardware accelerators. In order to
increase AES algorithm performance, programmers and hardware manu-
facturers today are using parallel programming or hardware accelerators.
There are great number of researches that have been focused on the perfor-
mance improvement of this algorithm by using parallelization of its execu-
tion. A substantial part of this research is devoted to parallelization using
GPU devices, where they achieved very significant results. Exploration of
the possibilities for parallelization of individual modes of operation is another
direction in which they move numerous studies. However, hardware acce-
leration, such as AES-NI acceleration is currently unmatched when it comes
to speeding up AES algorithm.

Sazetak

Moderna kriptografija se u velikoj mjeri oslanja na kompleksne algoritme
koji su zasnovani na matematickoj teoriji i na praksi racunarskih nauka.
Danasnji kriptografski algoritmi se dizajniraju oko binarnog formata poda-
taka imajudi pri tome u vidu i pretpostavku teZine izracunavanja da bi sto
vise oteZali mogucnost njihovog razbijanja. Jedan od algoritama Cija je otpor-
nost na kriptoanalizu tokom prethodnih 16 godina intenzivno testirana je
algoritam AES.

Advanced Encryption Standard (AES) je prvi kriptografski algoritam koji
je nastao kao rezultat javno objavljenog i odrzanog takmicenja od strane NIST
instituta (National Institute of Standards and Technology) 1997. godine da
bi se pronasao algoritam koji ¢e postati slijedeci standard americke viade.
AES je nastao restrikcijom pobjednika ovog takmicenja, algoritma pod nazi-
vom Rijndael, na blok velicine 128 bita. Od momenta njegovog prihvatanja
za standard 2001. godine traju neprekidna testiranja i istraZivanja njegove
otpornosti na kriptoanalizu ali i testiranja i istrazivanja skoncentrisana na
poboljsanje njegovih performansi. Ovaj rad predstavlja detaljan pregled al-
goritma AES zajedno sa svim njegovim transformacijama u i sa idejama za
ubrzanje njegovog rada.

Kiljucne rijeci: kriptografija, algoritam AES, performanse
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BODY OBJECTIFICATION AS
ILLUSTRATION OF SOCIAL
RELATIONSHIPS IN THE NOVEL ‘LADY
CHATTERLEY’S LOVER’ BY DAVID
HERBERT LAWRENCE

Vesna Purovic¢

Abstract

Lady Chatterley’s Lover is one of Lawrence’s novel that caused the most
controversy in the English society back then. This is one of the few books which
was prosecuted for obscene and immoral scenes and the use of inappropriate
words, as members of aristocratic English society formulated it. The fact is
that Lawrence through this novel in a different way of description and presen-
tation of the body describes all the shortcomings and contradictions of the
English society then. What makes this novel contemporary even nowadays is
that unfortunately these relations are still present, with the only difference is
that ruling class present those who are the owners of capital and the working
class remained the same, only the means of labour and the ways of working
have changed.

Key words: social relations, working class, aristocracy, body, moral, object
JEL classification:Y3

THE PAPER

When analysing this novel moral and objectification should be seen in a
wider context. If the literature is one of the elements of social control, then
Lawrence’s illustration of the body and sexuality is the contrast to overall
social and sociological control of the society back then. Lawrence through
illustration of the gamekeeper’s and Connie’s body, as representatives of two
different social classes, politesse the problem of socially contrasted classes.
By that act he makes enormous distance from morally accepted norms. When
the social reaction on the publishing the novel Lady Chatterley’s Lover is
analysed it is clear how much this novel was contrasting with socially accep-
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ted norms of the society back then. It is not only up to certain words the
things that cause attention of the censors, but the fact that Lawrence with
the use of those words illustrates neutral relationship of the members of
different classes, thus criticizing the relation of superior and subordinate
class. Lawrence points out that ‘culture and civilization have taught us to
differentiate word from the act, thought from the action or physical reaction’!

Seen from this perspective, it is clear that D. H. Lawrence’s novel is not
at least obscene, nor filled with ‘shameful’ words or acts. Lawrence thinks
that his book is necessary and useful to society and illustrates that with se-
veral examples, putting in contrast an aged puritan man who ends up at the
court because he raped an underage girl, and a young man from the jazz
generation who his life and body sees as a cocktail which he takes and rushes
forward, not looking back.?

Lady Chatterldd’s Lover is a story that celebrates a healthy physical rela-
tionship between members of the two different classes. What is interesting
in this novel is the fact that in almost all Lawrence’s novels a female body is
the object of observation, description and analyse. In Lady Chatterley’s Lo-
ver, the two male bodies is what Lawrence puts in contrast: a healthy, potent
body of the gamekeeper Melrose and sick, disabled body of Sir Clifford.

The novel itself is filled with specific relationship among the characters.
From the very beginning through the description of the sisters’ development,
Constance and Hilda, Lawrence emphasises that there is the change in the
generations and that the new generation is wild, playful, curious in its great
wish to change relationships in society around them. Sisters are the members
of intellectual social classes. Their interlocutors are students, members of
certain young intelligence of cosmopolitan spirit. They passionately discuss
on various spiritual, social, intellectual and emotional issues with young men
they socialise with. Physical relationship is unsatisfactory because it repre-
sents just a bare result of intellectual struggles. Connie finds unsatisfactory
that and first uncomplete contact. She simply does not understand the point
of such a relationship, when she feels more excitement during some discus-
sion with an interesting topic where she can show completely all the sharpness
of her intellect and orator capability. At the beginning, Connie is a girl of
sensual body, ruddy cheeks, soft face and sharp intellect who indulges in the
beauties of art, good, qualitative and constituent conversation on topics
connected to the whole society, because she is the society. Connie is, a typi-
cal representative of young, wild conscious middle intellectual class. The
relationship between genders represents a kind of mini arena for the proving
of scientific theses, that is physical relationship of man and woman is a re-

1 Jlopenc, [. X., Jbybasnux neou Yemepau, Otoxap Kpemosauu, Pujexa, 1963. ctp. 6.
2 Ibid, ctp. 9.
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lationship of different social classes of the English society, as it is described
at the beginning of the novel. Physically more capable, in this case men, or
ruling class in wider perspective, take like a predator what they believe be-
longs to them by the right of birth. The only weird thing in this relationship
is the fact, they take and use what does not belong to them, the ruling class,
well almost everything, the right on work, vacation, food, even life itself. The
joyful socialising lasts until the beginning of The World War I. In the moment
of disturbance of global scale, the border between the members of different
social classes starts to disappear. The cosmopolitan gang falls apart because
it is made of the members of different nations. Connie’s boyfriend gets killed,
and Connie returns in England where she joins to intellectual elite of Cam-
bridge students. There is a real patriotic euphoria in England at the beginning
of the war. Intellectual youth of England observes everything with a mild
irony. In this environment we meet Clifford and his brother who laughs on
the news of killing of English young men on front line. This laughter, so
horrible and sarcastic is heard until the moment when Clifford faces the loss
of his brother and his own wounding.

The contrast in the feelings which Lawrence shows in only several pages
is extraordinary. The playful youth from the beginning of the book is sud-
denly very serious and one might say even overtaken with the state in the
world. The personal loss certainly hurts more and are not funny as it was
the case with somebody else’s losses. The whole society is now in the func-
tion of government’s war plans, and personal faiths are pushed aside. Connie
and Clifford start their life together, which is done for general good sake,
because Clifford, as the only living heir of Chetterley’s has the obligation to
provide the next heir. The first days of life together pass in introduction and
the beauties of honey moon. The martial happiness of the Chatterleyes and
physical fulfilment unfortunately last for a very short period of time becau-
se Clifford must return to the front line and gets terrible wounded. Clifford
returns home after the front line in a very serious condition. Thanks to ca-
pability of doctors and medical achievements Clifford will survive, but his
life will never be the same. Here we can see that Clifford from the very be-
ginning of the novel represents new, technically improved English society
without emotions. The new society, as Lawrence describes in this novel, is
on the good way to become inhuman, automated and sick. The lack of healthy
physical relationship and physical closeness with another human being
makes Clifford an emotional cripple. Clifford is incapable to live along with
the people of Tevershall, although he was born and raised in this environment,
he can less understand the miners, villagers and his staff then Connie who
is, to be honest, somewhat closer to them by her class. Connie, contrary to
Clifford, tries to understand what kind of problems troubles the citizens of
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Tevershall and what are difficulties of dissatisfied miners. She defends the
miners and tries to explain Clifford, who is freshly awaken industrialist, that
he cannot accomplish the respect and obedience of the miners otherwise,
but through the conversation. Unfortunately, Clifford will prove her contra-
ry. In the new, industrial world, which looks more like a slavery society, the
mine owner is in a way the owner of the miners’ lives, as well as the whole
social class which depends on the owner’s attitude. Bodies and strength of
the miners represent for Clifford only a bare instrument that works, earns
and provides for him. In this case, the minors’ bodies are the objects, but
not a sexual one, as this is the case with the bodies of Melrose or Connie,
but the object which represents an instrument of class division. It is the
clear contrast between the Clifford’s physically incapable body which repre-
sents industrial and intellectual class, and the minors’ bodies, which are
battered and exhausted with hard work but still persistent and at the end
adjusted to hard life and new industrial society. It can be concluded that in
the new society intellectual automatism will rule, not natural selection.

In the preface Lover Lady Chatterley’s Lover Archibald MacLeish states
that sometimes characters are more symbols than human beings and some-
times through text propaganda purpose appears. It can be clearly concluded
against which is Lawrence in the modern, industrialized world but also it is
not entirely clear what he stands for.?

Lawrence attitudes regarding class differences are clear, he represents the
working class, but it is not completely clear the goal nor what is the future
of this class. The characters really are a kind of symbol of class affiliation,
Clifford ownership class, Connie middle, game keeper working and every
one of them in many ways illustrates all the problems, all the differences and
all the intransigence of the class. At the beginning of the novel Connie is a
typical representative of the curious middle class who tends to climb over
on the social scale. In the beginning of married life Clifford and Connie
through their physical contact and interaction, we can guess that this is just
a perfect combination. The young couple understand each other perfectly
and together they survive the cruel world at the beginning of the First Wor-
ld War. However, as time passes and Clifford is more accustomed to his
handicap. Connie, who was initially a perfect support and comfort, is gra-
dually becoming distant. Because of the remoteness, Connie is able to look
at things from another angle. She realizes that she is involved in a vicious
cycle of physical, mental and emotional discontent. At a different perspec-
tive of observation Connie is encouraged by the new acquaintance with the
local game keeper, who by his birth belongs to the working class, but thro-

3 Lawrence, D. H., Lady Chatterleys Lover, Grove Press, New York, 1959. VI, (npenrosop Hamucao:
Archibald Macleish).

30



aktuelnosti Casopis za drustvena pitanja

ugh his education and military service was on his way to also climb the
social ladder. At the beginning of this combination works well. All classes
are intertwined, and complement each other, and they are dependent on
each other. In contrast to such a beginning, the end is quite different. All the
characters are somehow returning to a class backward: Connie binds to
gamekeeper, Melrose gives up the standard language and moves to the dia-
lect, and Clifford experience some kind of spiritual, class and emotional
collapse. He will bind his life to Mrs. Bolton, a nurse and a new member of
staff, who eventually grows into something more important than just a
member of the staff and thus climbs up the social ladder. Lawrence through
a physical description of the characters illustrates the class where characters
belong to. Connie’s core young woman typical female attributes. Its appea-
rance is by no means appropriate for the times in which he lives, when women
are thin and built more like boys, but as a future mother. The moment you
begin to suffer as a result of physical inactivity Connie weak physically, her
emotional strength also decreases. Her salvation found in relation to the
gamekeeper, whose healthy body just represents the class to which it belon-
gs, the working class. Lawrence through a physical description of the cha-
racters illustrates the class where characters belong. Connie is a healthy
young woman with typical female attributes. With her appearance she is by
no means appropriate for the times in which she lives, when women are thin
and built more like boys, but as a future mother. In the moment she begins
to suffer as a result of her physical inactivity Connie starts to weak physical-
ly, her emotional strength also decreases. She finds her salvation in relation
with the gamekeeper, whose healthy body also represents the class to which
he belongs, the working class. His body is a body built to withstand a vari-
ety of efforts. In some descriptions in moments of absolute physical and
emotional nakedness Lawrence places the body of game keeper in a sort of
contrast to himself. More broadly it is described the contrast of fragility and
extraordinary physical strength of the new working class, which with the
development of technology and machines become just an instrument for
launching industrial machinery, in some way, a screw which drives, but
unfortunately a necessary one. The question is whether the new people in
the modern world will become uniformed figures moving in a predetermined
protocol, without thoughts and feelings? Clifford’s body represents the ruling
class. Strong intellect and body damaged in the war represents what to
Lawrence’s predictions will happen to the ruling class. Clifford’s emotional
breakdown at the end of the novel, and his total surrender to Mrs. Bolton
represents only a simple illustration of the future, and it is clear, according
to Lawrence, it will not be at all fabulous. High class due to alienation from
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simple and natural relations would be brought to collapse and eventually set
partly in a precarious position.

Mrs. Bolton is a strong woman. She has all the features one caring woman
who is accustomed to nurture patients. A sufficient amount of tenderness
and bitterness due to premature loss of her husband, who is in fact charac-
terized as a coward, have made Mrs. Bolton perfect expert on social condi-
tions and wise counselor and observer of The Chetterley’s home. Mrs.
Bolton monitors the situation between spouses at all times. She is a friend
in long sleepless nights to Clifford and, in some ways, an ally of Constanca
in her secret relationship with a game keeper. At one moment she tries to
create a positive climate in case Constance gets pregnant creating illusory
story of incredible possibilities. Mrs. Bolton actually tries to keep the existing
emotional and social state. She is aware of the new conditions in which Mrs.
Chatterley’s is, and according to that, she tries to keep the temporary state.

Yajing Li in her paper Love Accounts in D. H. Lawrence’s Novels points
out that Lawrence believed that industrialized western culture is inhuman
because it emphasises the intellectual characteristics versus the natural ones
or physical, which leads to complete alienation. Li points out further that
this culture, as such, is fainting and that humankind will soon evaluate into
a new state of consciousness, that is the state that it belongs to the nature.
One of the aspects of this ‘blood consciousness’ would be the acceptance of
the need for sexual fulfilment.*

The proof of this claim just could be Lawrence’s description of Constan-
ta, which due to physical emptiness and dissatisfaction gradually veins, and
from the beginning of an affair with a game keeper, an affair that complete-
ly absorbs her and fulfills physically, her body gets again healthy and vibrant
segments. The primeval human need is bonding with another human being.
Only a full understanding of himself and the people around us can lead to
progress of individuals and society as a whole. An iconic is the human need
to get close to another human being. Only complete understanding of one-
self, and people surrounding us can lead to progress of individual and com-
plete society.

Li further states that the novel Lady Chatterley’s Lover proved that
Lawrence explicit scenes of nudity and sex does not use for the sake of sex.
There is no doubt that the book is moral one. Lawrence leads to the conclu-
sion that in fact the old doctrine makes mistake, the one that says that
sexuality and moral are separate units.®

This segment of human relations, since it is inherently natural as such is
moral. As well as the relations in which the human body appears. If the re-

4 Li,Yajing, Love Accounts in D.H. Lawrence's Novels, US-China Foreign Language, USA, 2006, 31.
5 Ibid, 30-31.
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lationship was created out of pure desire and need to express affection of
two human beings, this relationship cannot be immoral. Seen in this light,
Lawrence was right when he argues that sexuality and morality should not
be seen as separate entities. In a healthy relationship between two people
there should come to a rarapprochement and deepening of relations. The
consequences of a lack of understanding and coexistence by force are obvi-
ous if we look at the relationship of Connie and Clifford. That artificial rela-
tionship, without complete physical and psychological understanding is
empty and unsatisfactory. Put in the words of one of Lawrence’s characters
the relationship between to people is nothing but the exchange of feelings,
rather than the exchange of ideas.® This notion exactly describes Lawrence’s
attitude on human interaction. Eventually this interaction between Clifford
and Constanca is lost and become everything, but the exchange of emotions.
Clifford and Connie fulfil their life with the exchange of ideas, attitudes on
different social issues. The Chaterrley’s are surrounded by people who have
empty attitudes and endlessly lot of time to discuss about them. An excellent
illustration of this claim is the scene when Clifford and Connie are visited
by Clifford’s Cambridge friends who endlessly discuss on various issues. The
whole time, Connie sits calmly in the corner with her broidery. She does not
include in the conversation for a moment, but she is also well aware that
without her presence, this conversation would not be as lively, and partici-
pants would not be so eloquent. At the end, the topic of discussion itself is
pointless and meaningless.

It can be stated that in the book there is a kind of contrast in manifesta-
tion of love. Love or similar sentiment between Connie and Clifford is a
high-ranking socially acceptable behavior. Often there are pictures in vari-
ous journals of Clifford sitting in a wheelchair in an intellectual pose and
Connie, a silent, young woman, the perfect companion and shadow. Connie
represents many English women after World War I. However, the “ soft ”
sentiment and that sad, lost gaze, as presented in the photos, only present
essentially the despair in which Connie is currently in and the contrast by
its exuberant youth feels to the absence of physical fulfillment. Clifford his
disability tries to replace with intensive writing of popular works, and later
with full commitment to the mine, its modernization, as well as innovations
that are related to the production of secondary products from the ore. How
much Clifford is infatuated with technical achievements and his faith in the
new, technical world, illustrates the scene when Connie and Clifford go for
a walk and when his motor wheelchair brakes. His helplessness and despa-
ir are clearly displayed when he shouts at gamekeeper not to help him if the
help is not sought. What Lawrence underscores here is a victory for the

6 Jlopenc, 1. X., Jbybasnux neou Yemepau, "Otoxap Kpemosanu'", Pujexa, 1963., 45.
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natural over the technical. What Lawrence points out here is a certain vic-
tory of natural over technical. Joint Connie’s and the gamekeeper’s strength
will push Clifford and his machine to the house. In a brief illustration of this
scene we can see the segments of Lawrence’s attitudes, and that is return to
the nature, simple relationship of the human being to oneself and two human
beings will provide humankind the continuity of existence. The disposal of
our own bodies and orientation towards new, technical achievements, as
illustrated in the character of Clifford, will make us incapable of automated

machines, which cannot function if it breaks the smallest screw or quite a

bit overheats. Even worse, it will make of us semi-automatic products that

do not work in the natural environment.

The question is whether humanity moves away from the body’s own need
for moral reasons or moral reasons are you just stumbling block of the who-
le social system. Does the ruling class, nurturing “ moral principles “ de-
scends away individuals from each other and from themselves or simply
imposes a certain code of conduct that would subordinate the working class
to their own needs and ideas? Lawrence through numerous descriptions of
love scenes between Connie and gamekeeper tries to describe this. He de-
scribes the act of union, which complement each other giving the story
fullness and meaning. This attitude is exactly the attitude that Lawrence
considers natural.

1. The body represents the only form that is the driving force of a strong
desire, natural and complete. Although Connie and Melrose are from
different social classes and speak different dialects, their bodies recogni-
ze each other in the primal desire to complement each other and make
them happy. Here social attitudes and social codes do not play any role
in the primordial relationship that they establish with each other. Mel-
rose is a man, and Connie is a woman who has needs and whose needs
just a body, primordial and potent, can fulfill. The social codes and norms
of behavior that are imposed by a small number of people who rule fall
into the water, simply because the body seeks its satisfaction, which is
natural and logical in itself enough.

2. The theme of social turmoil and mutual misunderstanding due to vario-
us social affiliation is extremely close to Lawrence from his own life.
England in which Lawrence was writing was England of great turmoil
and change. In the English society then was important to nurture soci-
ally acceptable relationship although such relationships is often a torture
for one of the characters. A great example are Connie and Clifford. Con-
nie had with Clifford socially acceptable relationship, but due to the lack
of a healthy physical relationship gradually begins to fade, and the Lawren-
ce very vividly demonstrated in numerous descriptions of the vigorous

34



aktuelnosti Casopis za drustvena pitanja

body of the heroine of the novel and her essential contrast presented in
the form of Clifford. Interestingly, Clifford’s character is presented as
morally correct in that society, and Connie is the one who has left home
and family for the gamekeeper. We could say that Lawrence’s had a little
different sense of moral from the morality of his society. Lawrence to
some extent justifies the Connie to leave Clifford and her new life makes
with Melrose and the future child. For him is quite natural and morally
justified to respect our own wishes.

3. Lawrence’s use sexual act in his works was very shocking for the time in
which he wrote, and later. But when we look at total of his work, just that
scenes seem as natural part of his novels and stories. If we delete them
or change, his work would lose meaning and compatibility. The value of
these scenes is even greater because Lawrence was not interested in
human touch as mere physical gratification. Lawrence in a physical rela-
tionship and intimacy of the body and touch, saw a way to restore the
human being itself and its primordial essence, which is in harmony with
nature and from nature arises. Li also points that the importance of hig-
hlighting the sexual act is not to increase the functions of sex in our lives,
but to defend the feelings and sexuality that are based on morality. Ac-
cording to Li, this is a unity of body and soul. Lawrence puts in contrast
the pure sexual act without feeling that in part will lead to a complete
separation of humanity. Although sexual desire requires the unification
of men and women, this unification is not only a result of this kind of
desire, but the union of sentiments. Otherwise there would be no harmony
between body and soul, it would be mere fornication.’

Lawrence emphasizes the extent to which basic social norms and moral
principles in society diminish. Through the illustration of the human body
and placing that same body in different situations of physical relationships
Lawrence points to the fact that the human individual is always in a kind of
shackles, mental or physical in relation to the ruling class. That is precisely
the ruling class is trying to ornament their own parameters authorities
through various management methods. In this way, the ruling class by the
various moral norms and attitudes is trying to build a larger gap between
members of different classes. An excellent example to illustrate this thesis
is the scene where Clifford writes Connie about the events on the estate and
the scenes that take place with a gamekeeper who was “ visited “ by ex-wife.
Through an ironic and mocking tone, making use of the ornate literary style
Clifford describes how “ mad “ wife visited the ” poor “ gamekeeper and
tried to force restore and reconstruct the marital relationship. In anger

7 Li,Yajing, Love Accounts in D.H. Lawrence’s Novels, US-China Foreign Language, USA, 2006, 30.
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Melrose’s wife displays all the details of married life of the divorced spouse
without sparing words nor descriptions. What Clifford does not mention in
his letter it is announced that Connie is also part of the martial triangle. It
is clear that Connie is protected as a member of the ruling class, a gamekee-
per must leave the estate, while his wife is under the threat of imprisonment.
It is clear that different criteria are present when it comes to morally judge-
ment to the members of different classes, although all of them are participants
in the same event. The question is whether this is the outcome of the high
moral of English society. This makes Constanca’s to her life with Melrose so
devastating not only for Clifford, but also for the entire English high society.
It is devastating that despite all the differences and different habits, one
member of high society is ready to give up all the benefits that high class
offers for small joys of life and physical satisfaction. With this act Connie
humiliated not only herself, but all members of the upper class. Despites
that, she allowed the mixing and breaking the unbreakable social bonds and
norms.

In this case, Lawrence represents characters bodies only as mere objects.
Putting them for the first time in such a direct connection, Lawrence’s cha-
racters are real social puppets. Each of these puppet has perfectly prepared
role that at one moment should be played. The problem arises when puppets
confuse texts and quotations. There is a strange mixture and strange turno-
ver. But if one think about it more deeply, perhaps these turnovers are not
so unexpected. There is no doubt that in some strict boundaries between
different social units came to saturation. Further social progress is possible
only if members of different classes mix. In this way, one could avoid the
terrible saturation in social circles, and the human race would again could
be healthy and free.

Lawrence is a man rich in spirit and extraordinary standpoints. Lawrence’s
beliefs are different from the beliefs of his contemporaries. In his latest no-
vel, Lady Chatterley’s Lover he described English society as he saw and
experienced it. Of course, individual units of Lady Chatterley’s Lover can be
viewed globally and as a general remark on the social situation in the early
twentieth century. The moral aspects of society in relation to Lawrence’s
standpoints are somewhat different and inappropriate.
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Sazetak

Globalni lanac snabdevanja obuhvata veliki broj ucesnika, kao Sto su
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vo bavi problematikom zastite podataka u globalnom lancu otpreme i ispo-
ruke kontejnera. Prvo su sagledani zahtevi kao $to su: transparetnost, bezbe-
dnost, pouzdanost, pravovremenost, ekonomicnost, i efikasnost u lancu
snabdevanja, a zatim je predlozeno resenje koje se zasniva na SMART CM
platformi. Predstavijena je funkcionalna arhitektura platforme, kljucni sce-
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slojeve. Definisani su formati poruka i izvori informacija. Na kraju su pred-
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UVOD

Globalni lanac snabdevanja je izuzetno slozen, dinamican i ranjiv na
mnostvo pretnji, rizika i opasnosti. Broj u¢esnika u lancu se svakodnevno
povecava i od sustinske je vaznosti obezbediti nesmetano i pouzdano snab-
devanje privrede i krajnjih potrosaca. Bezbednost globalnog lanca snabde-
vanja je preduslov za efikasno povezivanje trzista i olaksanu medunarodnu
trgovinu. Medutim, ¢esto se u lancima snabdevanja velika paznja usmerava
na brzinu izvr$avanja operacija, sto moze otezati pracenje bezbednosti.
Tesko je osigurati isti nivo bezbednosti u svakom njegovom segmentu. Sis-
tem za upravljanje bezbedno$c¢u lanca snabdevanja kombinuje tradicionalne
nacine upravljanja lancem snabdevanja sa merama bezbednosti, sto omo-
gucava kompanijama da zastite svoje poslovanje od pretnji kao $to su pira-
terija, terorizam i krade. Antagonisticke pretnje, drugi rizici i neizvesnosti
mogu biti namerno izazvane, nezakonite i neprijateljske. Neophodno je
uloziti znacajne napore za uspostavljanje bezbednog lanca, kako bi se pretnje,
rizici i opasnosti sveli na najmanju mogucu meru. Svi ukljuceni u procese
isporuke moraju biti dosledni i veoma ozbiljno shvatiti problem sigurnosti,
dok pokusavaju da robu isporuce na vreme. Neophodan je interdisciplinar-
ni pristup bezbednosti, koji uklju¢uje dobro definisane protokole, razume-
vanje svetskih propisa, obuku zaposlenih, mere fizickog obezbedenja, te-
meljnu proveru razli¢itih ucesnika, video nadzor skladista, utovara i
istovara tereta, kao i koriscenje sigurnih objekata. Za one koji se bave ovim
problemima postoje dva cilja: prvi je da se promovise efikasno i bezbedno
kretanje robe, a drugi je da se podstakne globalni lanac snabdevanja koji je
pripremljen, moze da izdrzi sve vece pretnje, opasnosti i brzo se oporavi od
poremecaja. Potrebno je razumeti i resiti pretnje na pocetku procesa i oja-
Cati bezbednost fizicke infrastrukture, prevoznih sredstava i informacija, uz
maksimiziranje trgovine kroz modernizaciju infrastrukture u procesima.

U proslosti su logisticke kompanije i drugi ucesnici u lancu snabdevanja
uglavnom bili usmereni na povecavanje sigurnosti obavljanja logistickih
operacija u fizickom okruzenju, ali poslednja istrazivanja nesumnjivo uka-
zuju na sve vece opasnosti u virtuelnom okruzenju. Neophodno je vise paznje
posvetiti rizicima i pretnjama u informacionim tokovima i sistemima.
Opravdano se ocekuje da sigurnost informacija i podataka, postane klju¢na
za bezbednost lanaca snabdevanja’.

To je i bio osnovni motiv pisanja ovog rada, gde su autori pokusali da
sagledaju razlicite aspekte vezane za vidljivost lanca snabdevanja, bezbednost
informacija i zastitu podataka u lancu snabdevanja. Nakon sporvedene

3 R. Banomyong. 2005. “The Impact of Port and Trade Security Initiatives on Maritime Supply-Chain
Management”. Pra Chan Road, Thammasat Business School, Thammasat University, Bangkok 10200,
Thailand. Marit.Pol. MGMT, January-March 2005, Vol 32, Nol, 3-13
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analize, u radu je prestavljena SMART CM platforma za protok i zastitu
podatka u globalnom kontejnerskom lancu snabdevanja.

VIDLJIVOST LANCA SNABDEVANJA

Vidljivost lanca snabdevanja je sposobnost da se proizvodi u toku ispo-
ruke prate od proizvodaca do krajnjeg odredista. Cilj je poboljsati i ojacati
lanac snabdevanja tako da podaci budu dostupni svim zainteresovanim
stranama, ukljucujudi i kupca. Moze se reci da vidljivost lanca snabdevanja
predstavlja snimanje i integraciju podataka, kreiranje inteligencije i dono-
$enje odluka baziranih na promenama tri funkcionalna toka (materijal, ka-
pital i informacije) u lancu snabdevanja zajedno sa relevantnim zahtevima
za ocuvanje zivotne sredine®. Medutim, kompanije se ¢esto suocavaju sa
problemima kao sto su: gubljenje vremena zbog ru¢nog zakazivanja isporu-
ka i pracenja proizvoda od kanala do kanala; propustene prilike jer se ne zna
koli¢ina robe u tranzitu i raspolozivost zaliha; poremeceni odnosi nakon
isporuke jer posiljka ne stize na vreme. Zajednicki element svih ovih pro-
blema je nedostatak vidljivosti, odnosno sposobnosti da se vide podaci o
proizvodima u realnom vremenu. Mnoge kompanije brzo su reagovale i u
proteklih nekoliko godina, shvatajudi da vidljivost nije samo Zelja ve¢ nesto
$to se mora obezbediti. Unapredenjem vidljivosti u lancu snabdevanja po-
stizu se konkretni ciljevi, kao §to su: smanjenje broja operacija i rizika, po-
boljsanje vremena isporuke i pravovremena identifikacija nedostataka ili
loseg kvaliteta duz lanca snabdevanja®.

U vedini organizacija informacije su projektovane tako da sluze svrsi
pojedinih odeljenja u organizaciji umesto da se koriste u celom lancu snab-
devanja. Tako na primer, odeljenje prodaje ima svoje projekcije i budzet,
proizvodnja ima svoj raspored proizvodnje, a kupci i dobavljaci imaju svoje
baze podataka, koje obicno ne dele sa drugim ucesnicima u lancu. Cilj po-
boljsanja vidljivosti lanca snabdevanja jeste obezbediti kontrolisan pristup
i transparentnost kako bi se osigurali tacni i blagovremeni podaci i relevan-
tne informacije duz celog lanca’.

Vidljvost informacija je proces deljenja kriti¢nih podataka koji su potreb-
ni za upravljanje protokom proizvoda, usluga i informacija u realnom vre-
menu izmedu dobavljaca i kupaca. Ako je informacija dostupna, ali joj ne
mogu pristupiti ucesnici koji treba da reaguju na datu situaciju njena vrednost
se eksponencijalno smanjuje. Povecéanje informacione vidljivosti u lancu
snabdevanja omogucava rast prihoda, iskori$¢enost sredstava i smanjenje
Wearclmanufacturingerp.techtarget.com/deﬁnition/supply—chain—visibility—

5 http://www.gtnexus.com/solutions/supply-chain-visibility

6 http://www.mepsupplychain.org/supply-chain-visibility/
7 Handfield R., Creating Information Visibility in the Chain, 2002.
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troskova. Kako bi se povecala odgovornost u lancima snabdevanja kompa-

nije razmatraju upotrebu zajednickih modela koji dele informacije na razli-

¢itim nivoima svih ucesnika — od dobavljaca svojih dobavlja¢a do kupaca
svojih kupaca. Ovi trgovinski partneri treba da dele prognoze, upravljanje
zalihama, rasporede rada, optimiziraju isporuke i na taj nac¢in smanje tro-

skove, povecaju produktivnost i stvore vec¢u vrednost za krajnjeg kupca u

lancu. Tradicionalni lanci snabdevanja se brzo razvijaju u ,dinamicke po-

slovne mreze“ koje se sastoje od grupe nezavisnih poslovnih jedinica koje
dele informacije o planiranju i izvrsenju logistickih operacija, kako bi se
zadovoljili zahtevi korisnika®.

Neki od razloga koji moraju biti uzeti u obzir prilikom implementacije
informacionog sistema ukljucuju veli¢inu baze podataka o dobavljac¢ima i
kupcima sa kojima se razmenjuju informacije, kriterijjume za unapredenje
vidljivosti, strukturu podataka koji se dele i tehnologiju koja se koristi, §to
omogucava svim ucesnicima da imaju pristup informacijama neophodnim
za efikasno kontrolisanje protoka materijala, upravljanje zalihama, da ispu-
ne uslove iz ugovora i ispostuju potrebne standarde kvaliteta.

Jedan od koncepata koji se cesto pominje u poslednje vreme jeste koncept
»kontrolnog tornja lanca snabdevanja“. Kontrolni toranj daje klju¢ne podat-
ke na raspolaganje partnerima u lancu snabdevanja kako bi se olaksala ko-
ordinacija zahteva kupaca i odgovora dobavljaca. Kako bi se dostupni poda-
ci transformisali u korisne informacije neophodan je razvoj u tri oblasti:

e Procesi — Procesi treba da postanu zajednicki, sa razmenom podataka i
saradnjom izmedu odeljenja ali i izmedu organizacija. Koordinacija pro-
jekcija prodaje i lanca snabdevanja moze da pomogne dobavljacima da
predvide buduce potrebe. Kompanije treba da razviju podatke koji mogu
da se dele izmedu partnera da bi bilo moguce planiranje potraznje. Takode
treba realizovati upravljanje rizicima kako bi se smanjila moguénost
prekida lanca snabdevanja.

e DPovezanost (veze) — Informacije se moraju deliti izmedu procesa, razli-
¢itih poslovnih funkcija i izvan kompanije pruzajuéi svim ucesnicima
realan uvid u procese. Saradnja je neophodna i za povecanje nivoa pove-
renja izmedu partnera.

e Tehnologija — Glavni izazov u razmeni informacija jeste problem preno-
sa podataka izmedu razlicitih informacionih sistema. Inovacije kao $to
su cloud computing, baze podataka i razliciti softveri danas ¢ine kontrol-
ni toranj mogucim. Jednom kada se podaci dizajniraju tako da pruze
ucesnicima sve potrebne informacije kasnije se mogu koristiti za razlici-

8 Kaurin T., Kilibarda M., Informacione i komunikacione tehnologije u globalnim lancima snabdevanja,
Tre¢a medunarodna nau¢na konferencija Evropska unija — izazovi prosirenja i Zapadni Balkan, Banja Luka
2016.
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te analize i planiranja. Kontrolni toranj omogucéava kompanijama da
precizinije upravljaju traznjom kako bi smanjile nivo zaliha i odgovorile
na zahteve kupaca brze i precizinije’.

BEZBEDNOST INFORMACIJA I RIZICI U LANCU
SNABDEVANJA

Vidljivost lanaca snabdevanja je moguce obezbediti preko razli¢iti komu-
nikacionih mreza, sistema, servisa i platformi. Internet ima najveci poten-
cijal da obezbedi potrebnu informacionu vidljivost i olaksa saradnju i dono-
$enje odluka izmedu razli¢itih ucesnika u lancu snabdevanja. Internet i novi
komunikacioni servisi obezbeduju izuzetne uslove za razmenu informacija,
pracenje posiljki i vidljivosti u realnom vremenu na globalnom trzistu.
Medutim, internet kao jedna velika, globalna, otvorena i javna mreza koja,
pored velikih moguénosti za poslovanje sa partnerima i klijentima sirom
sveta, otvara i mogucnost za brojne prevare, malverzacije, zloupotrebe i
online teroristicke napade. Sve to predstavlja znacajne rizike koje treba izbeci
ili smanjiti njihove posledice.

Smanjivanje rizika u internet logistici predstavlja kompleksan postupak,
koji obuhvata uvodenje novih tehnologija, organizacionih politika i proce-
dura, novih zakona i industrijskih standarda, na osnovu kojih ¢e se dati
ovlaséenja nadleznim organima da gone i kaznjavaju pocinioce cyber- kri-
minalnih radnji i time obezbede i ocuvaju sigurnost u logistici koja se ugo-
vara i prati preko interneta. Naime, konkurentske kompanije mogu ,prova-
liti“ u sistem odredene logisticke kompanije, sa ciljem da preuzmu
informacije, preusmere porudzbine ili ¢ak u potpunosti uniste njen infor-
macioni sistem kako bi zaustavili poslovanje i naneli stetu tom preduzecu i
njegovim klijentima, a na taj nacin se moze trajno unistiti reputacija napa-
dnute kompanije. Zbog sve ucestalijih online napada, logisticke kompanije
bi morale posebno da vode racuna o sigurnosti svojih informacionih sistema.
Medutim, potpuna sigurnost ne postoji, jer svaki sigurnosni sistem moze
biti ugrozen ukoliko se u ostvarenje takve namere uloze dovoljna sredstva.
Ali trajna sigurnost u informacionoj eri nije ni potrebna. Informacije obi¢no
imaju vrednost u odredenom vremenskom periodu, tako da je podatke mo-
guce zastititi prema potrebi na jedan dan, mesec ili godinu.

U tradicionalnoj i internet logistici postoji slican rizik za snabdevaca,
logisticku kompaniju i kupca. Tako na primer, u digitalnom okruzenju za
sve postoji rizik vezan za naplatu robe ili usluga, ukoliko se plac¢anje odvija
preko interneta. S druge strane, rizik za kupca proizvoda ili narucioca logi-
sticke usluge vezuje se za situaciju da plati robu ili uslugu, a da je uopste ne

9 Handfield R., Creating Information Visibility in the Chain, 2002.
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dobije, ili da dobije ono $to nije porucio i platio. Osim toga, postoje i rizici
vezani za aktivnosti trecih lica, koja svojim delovanjem direktno ugrozavaju
bezbednost transakcija na internetu. U sustini lanci snabdevanja i pojedi-
nacni ucesnici izloZeni su razlic¢itim kriminalnim rizicima veznim za poslo-
vanje u virtuelno okruzenje'. Internet kriminal ili kako se jos popularno
naziva ,cyber kriminal, predstavlja bilo koji oblik kriminala koji se moze
izvrsavati sa kompjuterskim sistemima i mrezama, u kompjuterskim siste-
mima i mrezama i protiv kompjuterskih sistema i mreza''. Pocinioci vrse
napad na funkcije, servise i sadrzaje koji se nalaze na internetu. Kradu se
podaci, informacije, usluge i identitet, i ostecuju se ili ¢ak unistavaju delovi

ili cela mreza i racunarski sistemi ili se ometa njihovo normalno funkcioni-

sanje. U internet kriminal spadaju sve prevare koje se izvode uz pomoc ra-

Cunara i preko interneta. Generalno, internet prevara je bilo koja prevara,

pri ¢ijem izvrsenju se koristi jedna ili vise komponenti interneta, kao $to su

»chat rooms®, web stranice, elektronska posta i slicno. Cilj je da se pribavi

protivpravna imovinska korist ili da se stvore uslovi za lazno prikazivanje ili

prikrivanje ¢injenica, kojim bi se neki ucesnik u lancu snabdevanja doveo u

zabludu ili u njoj odrzao. Takvo stanje omogucava da se ucini nesto na Ste-

tu svoje ili tude imovine u lancu snabdevanja. Svakako je potrebno posebnu
paznju posvetiti najces¢im oblicima pretnji i narusavanja sigurnosti u onli-
ne okruzenju, kao s$to su: zlonameran kod (eng. malicious code), hakeri,
sajbervandalizam, lazno predstavljanje, prisluskivanje, $pijuniranje, DDoS
napadi, napadi iznutra i sl

Generalno gledano, pri obezbedenju vidljivosti lanca snabdevanja mogu
se izdvojiti dve velike grupe rizika:

e Rizici u poslovnoj komunikaciji izmedu velikog broja ucesnika u lancu
snabdevanja, putem interneta ili nekih drugih komunikacionih servisa,
gde podaci u poslovnim porukama mogu biti kompromitovani ili razot-
kriveni;

¢ Rizici za informacioni sistem ucesnika u lancu snabdevanja, kada infor-
macije dolaze izvan sistema preko odredenih komunikacionih kanala i
servisa.

Kako bi se obezbedila zastita podataka i informacionih sistema u lancu
snabdevanja koriste se razlicite kombinacije zastitnih mehanizama, aplika-
cija, protokola i internih kontrola, sa ciljem da se osiguraju integritet, pri-
vatnost i pouzdanost podataka.

10 Kaurin, T., Skakavac, Z., Znacaj digitalne forenzike mobilnih uredaja u otkrivanju i dokazivanju krivicnih
dela organizovanog kriminala, Peta Medunarodna znanstveno-stru¢na konferencija, Zagreb 2016, str. 58
11 http://www.uncjin.org/Documents/congr10/10e.pdf,
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ZASTITA PODATAKA U LANCU SNABDEVANJA

Kada je re¢ o bezbednosti obavljanja logistickih aktivnosti u virtuelnom
okruzenju, tj. na internetu, najosetljivije tacke na kojima treba postaviti
zastitne mehanizme, sa tehnoloskog aspekta, jesu sledeci nivoi zastite: za-
$tita na nivou telekomunikacione mreze; zastita na aplikativnom nivou;
zastita na nivou poruke.

Sistem zastite na nivou telekomunikacione mreze obuhvata zastitne
mehanizme pristupa odredenoj prenosnoj mrezi, kako bi se u mrezu mogli
ukljuciti samo autorizovani korisnici i to na osnovu korisnickih identifika-
cionih kodova i lozinki. Zastita na ovom nivou obezbeduje se identifikacijom
ukljucenih strana u procesu razmene, odnosno posiljaoca i primaoca poru-
ke. Pouzdana i nedvosmislena identifikacija se obavlja pomocu sertifikata,
koji dostavlja sertifikaciono telo — treca strana u razmeni u koju sve strane
imaju poverenje i koja vodi registar svih partnera u razmeni. Sertifikaciono
telo garantuje identitet partnera dostavom sertifikata sa svojim digitalnim
potpisom.

Sistem zastite na aplikativnom nivou podrazumeva davanje dozvola ili
uvodenje dodatnih restrikcija, vezanih za koris¢enje raspolozivih podataka,
koje se uvode za korisnike koji su zadovoljili uslove bezbednosnog sistema
na nivou mreze. Naime, odredeni podaci ili aplikacije mogu biti zabranjeni
ili dostupni za korisc¢enje odredenim korisnicima, pa tako razli¢iti korisnici
mogu imati razli¢ita prava (pravo samo na Citanje sa internet stranice, pravo
samo na unosenje podataka, pravo na Citanje i izmenu podataka, pravo na
slanje podataka drugim stranama u razmeni i dr.).

Sistem za$tite na nivou poruka je izuzetno vazan. U globalnom lancu
snabdevanja poruka prolazi kroz veliki broj rutera i servera, pa se smatra da
odatle vrebaju najvece sigurnosne pretnje. Zbog toga je visok nivo zastite na
nivou poruka izuzetno znacajan za digitalnu logistiku. Pretnje mogu da budu
izazvane namerno, kao posledica neovlas¢ene manipulacije sadrzajem po-
ruka ili nenamerno, kao rezultat gresaka u komunikacionom prenosu, koji-
ma se menja sadrzaj poruka. U svakom slucaju, razvijeni su brojni bezbedo-
nosni mehanizmi za koje se koriste jedna ili viSe metodologija zastite. Opste
pretnje bezbednosti poruka, mogu se najbolje sagledati analizom pet dimen-
zija sigurnosti obavljanja logistickog procesa'*:

e Poverljivost — sposobnost da se obezbedi da informacije i podatke, koji
su poslati preko interneta, moze da vidi samo ovlasceni subjekt, odnosno
razmenjivani podaci treba da budu zasti¢eni od neovlas¢enog uvida,
kopiranja ili otkrivanja;

12 K. Rethmann 2009. Logistics PEOPLE — The Rhenus Group customer magazine, ,, How Does the Supply
Chain Become Secure?“ No 2. Str. 11.

45



actualities Banja Luka College Journal

o Integritet — sposobnost da se obezbedi da informaciju koja je postavljena
na internet mrezu, ili je poslata i primljena preko interneta, niko ne moze
ni na koji nacin da izmeni neovlas¢eno. Integritet znaci da su podaci
tacni, potpuni, pouzdani i pravovremeni;

o Autenticnost — sposobnost utvrdivanja individualnog i poslovnog iden-
titeta ucesnika u lancu snabdevanja. Autenti¢nost znaci da informacija
zaista potice iz navedenog izvora;

e Dostupnost — znaci da su podaci raspolozivi, tj.dostupni u vreme i na
mestu na kome su potrebni ovlaséenim licima;

e Pravna uskladenost — odnosi se na potrebu da interno razvijeni propisi
u kompaniji, kojima se reguli$e sigurnost podataka, budu unutar zakon-
skih okvira.

Mehanizmi zastite podataka u lancima snabdevanja i logistici, u kompju-
terskom i internet okruzenju, treba da sprece narusavanje bilo kojeg od
navedenih nivoa sigurnosti.

PRIMENA SMART CM PLATFORME U LANCU
SNABDEVANJA

e © =0 @ W D O = B m

R o . Upravljanje  Drumski Prolazak Lucke Okeanski Lucke Prolazak Drumski  Upravljanje
Koraci  Preuzimanje "o i transport carine operacije [ transport | operacije carine transport  habovima BIEEE

tof il . Graniéni  Brodske  Graniéni : i
Ucesnici Prevoznici Carina terminal kompanije terminal  Caina Prevoznici

U globalnom lancu snabdevanja prisutan je veliki broj razlicitih u¢esnika, kao $to su: posiljalac, prevoz-
nici, carina, grani¢ni terminali, brodske kompanije, logisticki provajderi, inspekcije, primaoci robe i dr.
(slika 1). Svi ovi ucesnici realizuju razlicitet proce, koji su uredeni i povezani u lanac od mesta otpreme
do mesta isporuke robe.

Slika 1. Ucesnici u globalnom lancu snabdevanja

Ucesnici obavljaju razlic¢ite upravljacke aktivnosti i neophodan im je citav
niz informacija i podataka, kako bi efikasno upravljali lancem snabdevanja.
Informacije imaju razlicite izvore, nastaju i zavrsavaju na razlicitim mestima
i od presudnog znacaja je njihov efikasan protok i razmena izmedu ucesni-
ka. Ucesnici u lancu snabdevanja imaju razlicite zahteve vezane za protok
informacija i podatka, kao $to su: vidljivost, bezbednost, kompletnost, po-
uzdanost, tacnost, pravovremenost, efikasnost i dr. Navedene zahteve uce-
snika nije moguce uspesno realizovati, ukoliko ne postoji odgovarajuca in-
formaciona i komunikaciona podrska. Potrebno je imati odgovarajucu
platformu koja ¢e omoguditi efikasan i siguran protok informacija i podata-
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ka izmedu uc¢esnika u lancu. U skladu sa tim, u narednim izlganjima pred-
stavljena je SMART CM platforma koja se koristi za razmenu informacija i
pradenje kontejnera u globalnom lancu snabdevanja. Na bazi zahteva uce-
snika u lancu, definisana je funkcionalna struktura i arhitektura SMART-CM
platforme, koja obuhvata dva polja delovanja. Prvo polje treba da zadovolji
korisnicke zahteve i upravljacke procedure u lancu snabdevanja, a drugo
polje carinske i bezbednosne zahteve i procedure.

Platforma ima zadataka da obezbedi vidljivost i pracenje kontejnera kroz
sve faze i procese lanca snabdevanja i da obezbedi bezbedan protok infor-
macija izmedu razlicitih ucesnika u lancu. Informacije o kretanju i statusu
kontejnera se prate preko ,pametnog” sigurnosnog uredaja koji je postavljen
na kontejner (CSD - Container Security Device). SMART-CM platforma je
podeljena na informacioni prolaz, ¢ija je osnovna namena prikupljanje po-
dataka od razli¢itih izvora i logisticki sloj, gde se realizuju usluge pracenja i
upravljanja procesima u lancu snabdevanja (slika 2)*.

Usluge
dodatne vrednosti
i Logisticka ! NEUTRALNA
vidljivost VIDLJIVOST

PROLAZ INFORMACIJA

Prolaz
logisti¢kih NE%{I:SLNI
informacija

1
1
1
e —

|Informacija jezgra ===
€SD uredaja
Dodatne Infarmacija jezgra
CSDinformacije

Informacija jezgra
CSD urediaja

Logisti¢ki c [a:1r)
uceshici S provajderi

Slika 2. Strutkura i izgled funkcionisanja platforme

13 SMART-CM Implementation framework for global container surveillance and control, 2009.
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Izvori podataka se generalno dele na tri osnovne kategorije: CSD infor-
macije jezgra; CSD dodatne informacije i logisticke informacije. U sustini
se razlikuju sledeci formati poruka:

e DPoruke sigurnosnog uredaja: poruke primljene direktno od CSD jedinica,
a mogu biti brojevi kontejnera, CSD identifikacioni brojevi, informacije
o statusu kontejnera.

e DPoruke lanca snabdevanja: poruke koje su vezane za izvr$avanje opera-
cija ulancu snabdevanja ali se ne prenose putem CSD uredaja, kao sto je
identifikacija potrebnih dokumenata, izvestaji o prispecu kontejnera ili
informacija o promeni vremena, i dr.

e Poruke i informacije dostupne u spoljnim bazama podataka, kao $to su:
detaljniji izvestaji o prispecu kontejnera, carinske procedure, komerci-
jalne informacije (liste cena, liste pakovanja, fakture, tovarni listovi...).

Model protoka i razmene podataka odvija se kroz pet osnovnih blokova:
blok sigurnosnih poruka, blok poruka lanca snabdevanja, blok obrade po-
ruka, blok distribucije poruka i blok saradnje i dostupnosti. Blok sigurnosnih
poruka i blok poruka lanca snabdevanja imaju mogucnost da rukuju sa
»guranim“i ,vu¢enim“ porukama zbog veceg broja ulaznih kanala. Jo$ jedna
moguénost je da se poruke ucitavaju sa sigurnosnog servera. Cak i sa toliko
razlic¢itih ulaznih kanala i protokola, blok poruka sigurnosnog uredaja ih sve
podrzava. Moraju biti dostupni najprostiji kanali i protokoli, ali mora biti
moguca nadogradnja novih komunikacionih kanala unutar platforme, kao i
podrzana integracija razlicitih scenarija. Ulazni kanali sigurnosnog uredaja
su odgovorni za upravljanje raznim scenarijima od nadolazecih poruka, kao
i za transfer ovih poruka do bloka za dekodiranje poruka. Dekodiranje po-
ruka sigurnosnog uredaja se primenjuje kada poruke ispune sigurnosne
zahteve. Odredene poruke mogu biti poslate Sifrovane pa ih treba dekodi-
rati, ili su odredene poruke digitalno obradene pa strana koja ih salje treba
samo da ih potvrdi. Kada se bezbednost i poreklo dolazeée poruke provere,
poruka se dalje transformise u poruku koja odgovara internim formatima,
nakon cega se struktura i sadrzaj proveravaju. Specifi¢na pravila transfor-
macije i provere za razlicite strane uglavnom su dostupne programu plat-
forme, omogucavajudi vise verzija formata poruka koje se primaju u slucaju
dodatnih informacija uz poruke. Nakon transformacije i provere, poruke se
prikljucuju informaciji o kontejneru, gde je osnovna stvar odabrati pravi
kontejner. Ovo obavlja blok identifikacije sigurnosnog uredaja na kontejne-
ru. U zavisnosti od tipa poruke i koli¢ine dostavljenih informacija u sigur-
nosnoj poruci, ova zdruzena informacija se moze koristiti za odredivanje
ta¢nog kontejnerskog statusa i puta.

48



aktuelnosti Casopis za drustvena pitanja

Nakon $to se prime poruke lanca snabdevanja i sigurnosnog uredaja,
njihov sadrzaj se obraduje u bloku za obradu poruka. To podrazumeva da
se u porukama moraju postovati poslovna pravila, sadrzaj poruke se uparu-
je sa drugim informacijama o statusu kontejnera, te se pazljivo konstruisu
poruke koje se $alju kao odgovor ukljucenim stranama. Svim odlaznim
porukama upravlja blok za distribuciju poruka. Preko odgovarjuce matrice
distribucije vrsi se dostava odgovarajuc¢im korisnicima. U slu¢aju da podaci
koji se razmenjuju treba da budu zastic¢eni, poruka e biti Sifrovana zavisno
od strane kojoj je namenjena. Blok za saradnju i dostupnost potrebno je da
obezbedi konsolidovan pregled svih dobijenih statusa i detalja o kontejner-
skom statusu, a podaci se dobijeni od sigurnosnog uredaja postavljenog na
kontejner. Blok pretrage informacija o kontejneru pruza moguénost da se
preko pametnog uredaja postavljenog na sam kontejner trazi odredeni kon-
tejnerski put. Potrebno je samo imati njegov identifikacioni broj. Ostali
kriterijumi pretrage mogu biti definisani po odredenim vrstama putovanja:
identifikacija posiljke, poslednja luka javljanja, logisticki operator, itd.

ZAKLJUCAK

Internet i razliciti komunikacioni servisi imaju izuzetno znacajan poten-
cijal za unapredenje globalnog poslovanja. Medutim, virtuelno okruzenje
prate i znacajni bezbednosni rizici, koju mogu ugroziti globalni lanac snab-
devanja i isporuku robe. Neophodno je da logisticke kompanije i drugi
ucesnici u lancu snabdevanja preduzmu znacajne mere i reSenja u pogledu
zastite podataka i informacionih sistema, a time i samog poslovanja. Mere
i reSenja zastite mogu da idu u vise pravaca. Prvo je potrebno razvijati kor-
porativnu bezbednosnu kulturu i politiku, uzimajuéi u obzir prirodu svih
rizika na razli¢itim nivoima. Drugo, potrebno je utvrditi koju vrstu podata-
ka je potrebno zastiti i na koji nacin. Trece, potrebno je odabrati odgovara-
juce tehnologije i softverska resenja, odnosno razviti procedure i protokle,
kako bi se uspesno suprostavili realnim pretnjama i rizicima. U svakoj logi-
stickoj kompaniji koja posluje na internetu i uz pomoc¢ interneta, trebalo bi
da postoji odeljenje koje sprovodi sigurnosnu politiku, obucava zaposlene,
odrzava alate protiv sigurnosnih rizika i ukazuje menadzmentu na sigurno-
sne pretnje. Potrebno je sprovoditi kontrolu pristupa interentu i komunika-
cionim servisima, koja podrazumeva uvid u to koji spoljasnji i unutrasnji
ucesnici mogu da imaju pristup mrezi.

Pored toga, potrebno je razvijati odgovarajuce platforme koje ¢e obezbe-
diti efikasno i bezbedno odvijanje tokova informacija izmedu ucesnika u
lancu snabdevanja. SMART CM platforma koja je razmatrana u ovom radu
pruza znacajne prednosti u tom pogledu, koje se ogledaju kroz: smanje
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troskova (operativnih i investicionih); skra¢enje vremena obrade podataka,
¢ekanja i isporuke; poboljsanje produktivnosti, pouzdanosti i fleksibilnosti;
povecanje otpornosti lanca snabdevanja; veca zastita i bezbednost podataka;
veca zastita robe od krade i krijumcarenja, itd. Da bi platforma bila opera-
tivna i njena primena uspe$na, mora postojati odrzivi poslovni model, koji
bi obezbedio usluge, koje su od znacaja i idu u korak sa trzistem. Potrebno
je obezbediti neutralnost platforme, kroz neutralnu organizaciju koja bi je
vodila.

Summary

The global supply chain comprises a large number of participants, such as
manufacturers, distributors, logistics and transport companies, shippers,
border terminals, customs, and the like. A successful connection of all parti-
cipants in a synchronized chain is not possible without information flows,
which provide an efficient flow of information at different levels. The partici-
pants generally have their own information systems and, at the same time,
they are components of different information and communications networks
at the global level. In such business environment, information safety is cruci-
al. This paper discusses the issues of data protection in the global chain of
container shipping and delivery. First, requirements such as: transparency,
safety, reliability, timeliness, effectiveness and efficiency in the supply chain
are analyzed, and then a solution based on the SMART CM platform is pro-
posed. The functional architecture of the platform, the key scenarios to su-
ccessful implementation and models of functioning through certain blocks and
layers are proposed. Message formats and sources of information are defined.
Finally, the possibilities and limitations of the platform application from the
viewpoint of the most important participants in the chain of container shipping
and delivery are presented.

Key words: Data protection, information safety, supply chain, SMART
CM platform
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ODREDIVANJE INTENZITETA BUKE NA
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Sazetak

Buka u zZivotnoj sredini, ili kako se veoma Cesto zove komunalna buka,
definise se kao buka koju stvaraju svi izvori buke koji se javijaju u covjekovom
okruZenju. Glavni izvori komunalne buke su izvore buke na otvorenom pro-
storu i izvori buke u zatvorenom prostoru. Kontrola buke, odnosno zvuka se
mjeri raznim velicinama i jedinicama, ali najcesci je intezitet koji se definise
kao protok energije u jedinici i vremenu i kroz jedinicu povrsine. Cilj rada je
da se na osnovu izvrsenih mjerenja nivoa buke na podrucju grada Banja Luka
za petomjesecni period analizira odnos ekvivalentnog i vrsnog nivoa buke u
zivotnoj sredini i izvrsi poredenje intenziteta buke prema zakonskoj regulati-
Vi.

Kljucne rijeci: grad Banja Luka, buka, intenzitetet
JEL Klasifikacija: K32

UvVOD

Prisutna buka negativno uti¢e na psiholosko stanje, a moze biti i uzrok
ostecenja sluha. Najizrazenija je u velikim gradovima gdje je gust intenzivni
saobracaj. Buka nastaje i u radnoj sredini, poslovnim i stambenim zgradama
pa podjednako ugrozava na otvorenom i u zatvorenom prostoru. Ugradnjom
savremenih zvucnoizolacionih materijala buku u objektima mozemo bitno
smanyjiti ili potpuno prigusiti, s time se postize visi komfor, bolji radni uslo-
viizdravije okruzenje. Na mjestu prijemnika buka se dozivljava kao problem

1 Doc. dr Ljiljana Stojanovi¢ Bijeli¢, Panevropski univerzitet “Apeiron” Banja Luka
2 Prof. dr Bogoljub Antoni¢, Fakultet zdravstvenih nauka
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ukoliko su nivoi buke visoki ili ukoliko remeti osnovne ljudske aktivnosti:
rad, odmor i spavanje.

METOD RADA

Na osnovu izvr$enih mjerenja nivoa buke na podrucju grada Banja Luka
za period: 02, 03, 08, 11. i 12.02.2016. godine izvrsena je analiza odnosa
ekvivalentnog i vr$nih nivoa buke u zivotnoj sredini za dnevni period 6-22h
(8 h mjerenja po mjernom mjestu u 15 minutnim intervalima) na 5 lokacija
(mjerna mjesta 1-5) i no¢ni period 22-06h (8 h mjerenja po mjernom mjestu
u 15 minutnim intervalima) na 5 lokacija (mjerna mjesta 1-5). Na osnovu
dobijenih rezultata prema zakonskoj regulativi i akusti¢cnom opterecenju
grada Banjaluka tj. Pravilnikom o dozvoljenim granicama intenziteta zvuka
i Suma (,,Sluzbeni list SRBiH” br. 46/89 definisani su dominantni izvori buke
u zivotnoj sredini i tacke Cije mjerne vrijednosti najvise odstupaju od pro-
pisanih dozvoljenih vrijednosti u analiziranom periodu mjerenja. Lokacije
na kojima je mjeren nivo komunalne buke na podrucju Grada Banja Luka
su:

1. Mjerno mjesto 1. - raskrsnica Ul. Trive Amelice i Ul. Krajiskih bri-
gada (Rosulje),

2. Mjerno mjesto 2. - raskrsnica Ul. Gunduli¢eva i Bulevar Vojvode
Radomira Putnika (Borik),

3. Mjerno mjesto 3. - raskrsnica Ul. Cara Lazara i Ul. Stepe Stepanovica
(Obili¢evo),

4.  Mjerno mjesto 4. - ,kruzna“ raskrsnica (Laus),

5. Mjerno mjesto 5. - ,parking” povrsina na raskr§¢u Bulevara cara
Dusana i Kralja Petra I Karadordevica (“Centar”).

Slika 1 Lokacije mjerenja komunalne buke na podrucju grada Banja Luke

Mjerno mjesto br. 1 (GPS 44°47°8.60”N 17°11’46.48”E) nalazi se u naselju
Rosulje, u blizini ukrstanja saobracajnica (Ul. Trive Amelice i brzog puta
E661). Mjerenje je izvrSeno na otvorenoj povrsini na udaljenosti cca 10 m
od ivice najblize saobracajnice.

Slika 2 Uza lokacja mjernog mjesta br. 1.
Tabela 1 Rezultati mjerenja buke na mjernom mjestu br. 1.

Mjerno mjesto Rosulje (raskrsnica ul. Trive Amelice i ul. Krajiskih
brigada)
Datum mjerenja  02/03.02.2016. god.
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Analizirani period Mjerni interval

Leq - ekvivalentni nivo buke

(15min.)  Mjerna velicinalzmjerena vrijednost dB(A)  Najvisi do-
zvoljeni nivo dB(A) Podrucje

(zona) Meteoroloski

Parametri

Dan

(06-22h) 0914-0929h Leq 60.4 60 Iv# T=70C

rH=77%

Vv=4.5m/s

L10 79.9 70

L1 83.6 75

Dan

(06-22 h) 1529-1544h Leq 66.1 60 Iv* T=310C

rH=31%

Vv=2.6m/s

L10 96.8 70

L1 1054 75

Dan

(06-22 h) 1829-1844h Leq 59.4 60 Iv* T=310C

rH=31%

Vv=2.6m/s

L10 78.2 70

L1 81.8 75

No¢

(22-06 h)  0115-0130h Leq 49.2 50 Iv* T=110C

rH=70%

Vv=6.5m/s

L10 70.4 70

L1 78.2 75

No¢

(22-06 h)  0430-0445h Leq 54.7 50 T=190C

rH=68%

Vv=1.0m/s

L10 88.0 70

L1 95.2 75

L10 - nivo buke koji ilustruje prisustvo buke visih nivoa u trajanju od 10%

vremena mjerenja

L1 - nivo buke koji ilustruje prisustvo buke visih nivoa u trajanju od 1%

vremena mjerenja
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* - podrudje grada nije akusticki zonirano

Mjerno mjesto br. 2 (GPS 44°46’16.08”N 17°11’56.48”E) nalazi se u nase-
lju Borik, u blizini ukrstanja saobracajnica (Ul. Gundulic¢eva i Bulevar Voj-
vode Radomira Putnika). Mjerenje je izvr§eno na otvorenoj povrs$ini na
udaljenosti cca 10 m od ivice najblize saobracajnice.

Slika 3 UZa lokacija mjernog mjesta br. 2

Tabela 2 Rezultati mjerenja buke na mjernom mjestu br. 2.

Mjerno mjesto Borik (raskrsnica Ul. Gunduli¢eva i Bulevar Vojvode
Radomira Putnika)

Datum mjerenja  08/09.02.2016. god.

Referentni period Mjerni interval

(15min.)  Mjerna velicinalzmjerena vrijednost dB(A)  Najvisi do-
zvoljeni nivo dB(A)  Podrucje

(zona) Meteoroloski

Parametri

Dan

(06-22h) 0828-0843h Leq 67.6 60 Iv* T=140C

rH=52%

Vv=18m/s
L10 84.6 70
L1 945 75
Dan

(06-22h) 1614-1629h Leq 815 60 Iv* T=310C
rH=31%

Vv=2.6m/s
L10 92.7 70
L1 93.6 75
Dan

(06-22h)  2044-2059h Leq 731 60 Iv* T=310C
rH=31%

Vv=2.6m/s
L10 90.5 70
L1 94.1 75
No¢

(22-06 h)  0200-0215h Leq 576 50 Iv# T=80C
rH=80%

Vv=7.0m/s
L10 694 70
L1 774 75
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No¢

(22-06 h)  0530-0545h Leq 66.3 50 T=190C
rH=68%

Vv=1.0m/s

L10 76.2 70

L1 85.1 75

Leq- ekvivalentni nivo buke

L10 - nivo buke koji ilustruje prisustvo buke visih nivoa u trajanju od 10%
vremena mjerenja

L1 - nivo buke koji ilustruje prisustvo buke visih nivoa u trajanju od 1%
vremena mjerenja

* - podrudje grada nije akusticki zonirano

Mjerno mjesto br. 3 (GPS 44°45’39.22”N 17°11’32.42”E) nalazi se u nase-
lju Obili¢evo, u blizini ukrstanja saobracajnica (Ul. Cara Lazara i Ul Stepe
Stepanovica). Mjerenje je izvr§eno na otvorenoj povrsini na udaljenosti cca
5 m od ivice najblize saobracajnice. Od vaznijih objekta na uzoj lokaciji, koji
su ugrozeni vanjskom bukom moze se izdvojiti objekat Javne ustanove za
predskolsko vaspitanje (vrti¢ ,Buba-mara®).

Slika 4 UZa lokacija mjernog mjesta br. 3

Tabela 3 Rezultati mjerenja buke na mjernom mjestu br. 3

Mjerno mjesto Obili¢evo (raskrsnica Ul. Cara Lazara i Ul Stepe
Stepanovica)

Datum mjerenja  03/04.02.2016. god.

Referentni period Mjerni interval

(15min.)  Mjerna veli¢inalzmjerena vrijednost dB(A)  Najvisi do-
zvoljeni nivo dB(A)  Podrucje

(zona) Meteoroloski

Parametri

Dan

(06-22h)  1044-1059h Leq 75.0 60 Iv* T=100C

rH=88%

Vv=4.5m/s
L10 82.1 70
L1 876 75
Dan

(06-22h) 1700-1715h  Leq 763 60 Iv* T=310C
rH=31%
Vv=2.6m/s
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L10 83.6
L1 88.7
Dan
(06-22 h)
rH=31%
Vv=2.6m/s
L10 88.9
L1 98.4
No¢
(22-06 h)
rH=93%
Vv=8m/s
L10 78.6
L1 909
No¢
(22-06 h)
rH=68%
Vv=1.0m/s
L10 70.8
L1 855

70
75
2129-2144h 82.9

Leq 60

70
75
0145-0200h 75.9

Leq 50

70
75
0415-0430h 69.7

Leq 50

70
75

Leq - ekvivalentni nivo buke

L10 - nivo buke koji ilustruje prisustvo buke visih nivoa u trajanju od 10%
vremena mjerenja

L1 - nivo buke koji ilustruje prisustvo buke visih nivoa u trajanju od 1%
vremena mjerenja

* - podrudje grada nije akusticki zonirano

Mjerno mjesto br. 4 (GPS 44°46’17.65"N 17°10’52.48”E) nalazi se na ula-
zu u naselje Laus, u blizini kruznog toka saobracaja (Brzi put E661 i Bulevar
Cara Dusana). Mjerenje je izvr$eno na otvorenoj povrsini-parkingu na uda-
ljenosti cca 10 m od navedenog kruznog toka saobracéaja. Od vaznijih objek-
ta na posmatranoj lokaciji nalazi se sportsko rekreativna povrsina (igraliste),
objekat ,Banjalucke gimnazije“ te objekat ,Zavoda za transfuziju Banja Luka“

Iv# T=310C
Iv# T=30C
T=190C

Slika 5 UZa lokacija mjernog mjesta br. 4.

Tabela 4 Rezultati mjerenja buke na mjernom mjestu br. 4.

Mjerno mjesto
Datum mjerenja

11/12.02.2016. god.

Referentni period  Mjerni interval
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(15min.)  Mjerna velicinalzmjerena vrijednost dB(A)  Najvisi do-
zvoljeni nivo dB(A) Podrucje

(zona) Meteoroloski

Parametri

Dan

(06-22h)  0930-0945h Leq 72.2 60 Iv* T=60C

rH=68%

Vv=6.5m/s
L10 83.7 70
L1 909 75
Dan

(06-22h) 0130-0145h Leq 69.5 60 Iv* T=310C
rH=31%

Vv=2.6m/s
L10 835 70
L1 898 75
Dan

(06-22h)  2030-2045h Leq 66.8 60 Iv# T=310C
rH=31%

Vv=2.6m/s

L10 80.2 70

L1 8.0 75

No¢

(22-06 h)  0115-0130h Leq 60.0 50 T=00C
rH=97%

Vv=7m/s

L10 71.4 70

L1 79.9 75

No¢

(22-06 h)  0515-0530h Leq 66.1 50 T=190C
rH=68%

Vv=1.0m/s

L10 79.1 70

L1 865 75

Leq - ekvivalentni nivo buke

L10 - nivo buke koji ilustruje prisustvo buke visih nivoa u trajanju od 10%
vremena mjerenja

L1 - nivo buke koji ilustruje prisustvo buke visih nivoa u trajanju od 1%
vremena mjerenja

* - podrudje grada nije akusticki zonirano
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Mjerno mjesto br. 5 (GPS 44°46’5.34"N 17°11’16.37”E) nalazi se na ulazu
u centru grada Banja Luka, u blizini ukrs$tanja saobracajnica (Kralja Petra I
Karadordevica i Bulevar Cara Dusana). Mjerenje je izvr§eno na otvorenoj
povrsini-parkingu na udaljenosti cca 10 m od najblize saobracajnice. Na uzoj
lokaciji prisutni su ve¢inom poslovni objekti: trgovacke i zanatske radnje,
gradska ,trznica“, stambene zgrade, zatim jedan vjerski objekat u izgradnji
(dzamija ,, Ferhadija“).

Slika 6 UZa lokacija mjernog mjesta br. 5.

Tabela 5 Rezultati mjerenja buke na mjernom mjestu br. 5.

Mjerno mjesto »Centar” - parking povrsina kod raskrsnice Bulevar
cara Dusana i Kralja Petra I Karadordevica

Datum mjerenja  12/13.02.2016. god.

Referentni period Mjerni interval

(15min.)  Mjerna velicinalzmjerena vrijednost dB(A)  Najvisi do-
zvoljeni nivo dB(A)  Podrucje

(zona) Meteoroloski

Parametri

Dan

(06-22 h)  0800-0815h  Leq 70.2 60 v T=70C

rH=80%

Vv=7.5m/s

L10 828 70

L1 850 75

Dan

(06-22 h)  1415-1430h  Leq 722 60 v T=310C

rH=31%

Vv=2.6m/s

L10 84.3 70

L1 900 75

Dan

(06-22h)  2100-2115h  Leq 69.3 60 Iv* T=310C

rH=31%

Vv=2.6m/s

L10 815 70

L1 857 75

No¢

(22-06 h)  0001-0016h  Leq 534 50 v T=50C

rH=95%

Vv=7.0m/s
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L10 76.2 70

L1 79.1 75

No¢

(22-06 h)  0405-0420h  Leq 51.3 50 T=190C
rH=68%

Vv=1.0m/s

L10 70.4 70

L1 78.6 75

Leq - ekvivalentni nivo buke

L10 - nivo buke koji ilustruje prisustvo buke visih nivoa u trajanju od 10%
vremena mjerenja

L1 - nivo buke koji ilustruje prisustvo buke visih nivoa u trajanju od 1%
vremena mjerenja

* - podrudje grada nije akusticki zonirano

REZULTATI ISTRAZIVANJA

Kao dominantani izvor buke na posmatranim lokacijama je saobracajna
buka. Pred buke od motornih vozila koja saobracaju gradskim saobracajni-
cama nemoguce je takode bilo iskljuciti uticaj buke stvorene od ugostiteljskih
i trgovacki objekata, aktivnosti komunalnih sluzbi i sluzbi za odrzavanje
zelenih povrsina kao i drugih aktivnosti u neposrednoj blizini mjernih mje-
sta (aktivnosti stanovnistva koje boravi u stambenim objektima ili radi u
poslovnim objektima). Na lokacijama mjerenja postoji veliki broj stambenih
i poslovnih objekata u kojima ljudi borave. Okolni stambeni objekati su
uglavnom vece spratnosti i ¢vrste gradevinske konstrukcije. Na njima se
nalazi veliki broj svijetlih otvora (prozori i vrata).

U cilju dobijanja pravog stanja nivoa komunalne buke koja djeluje na
stambene jedinice dobijeni rezultati mjerenja buke su u skladu sa ¢lanom 4.
stav 1. Pravilnika o dozvoljenim granicama intenziteta zvuka i Suma (SLlist
SRBiH broj 46/89).

1. Izmjerene vrijednosti ekvivalentnog nivoa buke na mjerno mjesto br. 1.

u naselju Rosulje:

+ za dnevne mjerne intervale iznosi 60.40 dB (A), 66.10 dB (A) i 59.40 dB
(A)’

za no¢ne mjerne intervale iznosi 49.20 dB (A) i 54.70 dB (A).

2. Izmjerene vrijednosti ekvivalentnog nivoa buke na mjerno mjesto br. 2.

u naselju Borik:

1. za dnevne mjerne intervale iznosi 67.60 dB (A), 81.50 dB (A) i 73.10 dB

(A)’

-
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>

za no¢ne mjerne intervale iznosi 57.60 dB (A) i 66.3 dB (A).

3. Izmjerene vrijednosti ekvivalentnog nivoa buke na mjerno mjesto br.3 u
naselju Obili¢evo:

+ za dnevne mjerne intervale iznosi 75.00 dB (A), 76.30 dB (A) i 82.90 dB
(A),

+ zano¢ne mjerne intervale iznosi 75.90 dB (A) i 69.70 dB (A).

4. Izmjerene vrijednosti ekvivalentnog nivo buke na mjerno mjesto br.4 na
pocetku naselja Laus:

+ za dnevne mjerne intervale iznosi 72.20 dB (A), 69.50 dB (A) i 66.80 dB
(A),

+ zanoc¢ne mjerne intervale iznosi 60.00 dB (A) i 66.1 dB (A).

5. Izmjerene vrijednosti ekvivalentnog nivoa buke na mjernom mjestu br.
5. u centru grada:

+ za dnevne mjerne intervale iznosi 70.20 dB (A), 72.20 dB (A) i 69.30 dB
(A),

+ zano¢ne mjerne intervale iznosi 53.40 dB (A) i 51.30 dB (A).

Izmjerene vrijednosti ekvivalentnog nivoa buke na svim mjernim pozi-
cijama u ve¢em broju mjerenja prelaze najvisi dozvoljeni nivo za IV akusti¢-
nu zonu odredenu Pravilnikom o dozvoljenim granicama intenziteta zvuka
i Suma (,Sluzbeni list SRBiH” br. 46/89). Jedino na mjernom mjestu broj 1.
naselje Rosulje dva mjerenja su bila ispod dozvoljenih granicama intenzite-
ta zvuka i Suma.

ZAKLJUCAK

U ovom radu prikazana su odstupanja na osnovu izmjerenih vrijednosti
ekvivalentnog nivoa buke na mjernim mjestima od 1 do 5. U gore navedenim
tabelama dobijene vrijednosti koje prelaze najvisi dozvoljeni nivo za IV
akusti¢nu zonu odredenu Pravilnikom o dozvoljenim granicama intenziteta
zvuka i Suma (,,Sluzbeni list SRBiH” br. 46/89) su oznacene crvenom bojom,
dok su ostale izmjerene vrijednosti u granicama intenziteta zvuka i Suma
(,Sluzbeni list SRBiH” br. 46/89). Ustanovljena su odstupanjana na osnovu
izvrsenih mjerenja nivo buke na podrucju grada Banja Luka. Ocjenjen je
nivo buke prema zakonskoj regulativi i ustanovljeno akusti¢no opterecenje
grada Banjaluka, ¢ime su utvrdene tacke Cije mjerne vrijednosti najvise
odstupaju od propisanih dozvoljenih vrijednosti u analiziranom periodu
mjerenja. Potrebno je da grad Banja Luka obezbjedi 24-casovno mjerenje
intenziteta buke pomodi

Grad Banja Luka je poslednjih decenija opterec¢en bukom, koja se poveca-
va nekoliko decibela godisnje. Gradsku buku sac¢injava haoticni zbir zvuko-
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va koji poticu od razlic¢itih i mnogobrojnih izvora, a koji se medusobno
razlikuju po visini, intenzitetu i trajanju. Najveci uzro¢nik komunalne buke
je saobracaj sa oko 80%, a ostali izvori kao sto su industrija, ugostiteljski
objekti, uli¢na buka razlic¢itog porijekla i buka u domacinstvima su zastu-
pljeni u manjoj mjeri. Zastita i unapredenje Zivotne sredine, kao i strategij-
sko opredeljenje za zdravu zZivotnu sredinu, podrazumijeva sprovodenje
odredenih aktivnosti za stvaranje lokalne strategije za zastitu i unapredenje
zivotne sredine. Lokalna strategija iskazana preko Lokalnog ekoloskog ak-
cionog plana treba da ukaze na sve aspekte zivotne sredine koji narusavaju
zdravu zZivotnu sredinu, kao i na neophodne korake koje treba preduzeti za
eliminisanje negativnih efekata savremenog razvoja civilizacije na zivotnu
sredinu, a samim tim i smanjenje buke. Mapiranje buke je sustinski dio
kontinuiranog pracenja stanja i efektivnog upravljanja bukom u Zivotnoj
sredini. Cilj akustickih mapa je da slikovito prikazu stanje buke vlastima i
gradanima, tako da mogu zajedno da uti¢u na smanjenje broja ljudi koji su
izlozeni prekomjernoj buci. Za postizanje kvalitetne zastite od buke potreb-
no je u samom pocetnom projektovanju stambene zgrade odrediti najbolju
poziciju i izgled zgrade kao i postaviti najbolju izolaciju od buke kojom ¢e
se smanjiti mogudnost prodora zvuc¢nih talasa u stambenu zgradu. Povoljan
polozaj u odnosu na saobracajnicu kao i ostale izvore buke koji se javljaju u
okolini stambene zgrade, takode, smanjuje moguénost prodora zvu¢nih
talasa u prostorije. U samom projektu stambene zgrade pozeljno je sobe za
odmor projektovati tako da budu pozicionirane $to dalje od izvora buke.
Potrebno je postaviti dobru izolaciju vrata i prozora tako da oko te izolacije
ne postoje otvori kroz koje bi prolazili zvuc¢ni talasi.

Abstract

Noise in the environment, or how often called communal noise is defined
as noise created by all sources of noise that occur in the human environment.
The main sources of noise pollution are sources of noise in the open air and
noise sources indoors. Control of noise and sound is measured and units of
various sizes, but the most common is the intensity of which is defined as the
energy flow per unit and time through unit area. The aim is that on the basis
of measurements of noise levels in the city of Banja Luka for the five-month
period to analyze the relationship equivalent and peak noise levels in the
environment and a comparison to the intensity of the noise legislation.

Key words: city of Banja Luka, noise, intenzitetet
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JeavHM Yacomyuc Ha 60CaHCKO-XepLieroBayKoM, I1a CAMUM TUM U Ha
npoctopy Pemybanke Cpricke, Koju ce 6aBM aHAaAM30M U OIICEPBALIjOM
TI030PUIIHOT )XMBOTA, AAU M BU3yEAHVX KOMYHUKALMja, ,ATOH", y KOHTUHYUTETY
u3Aas3y u3 mramie Beh ner roanHa y uspawy Hapoasor nosopuira Perryoanxe
Cprnicke 1 AKapeMuje yMjeTHOCTU YHUBep3uTeTa y bawoj Aynm.

CTpyKTypa yacomniuca je YBpCTO U jaCHO IIOCTaBbeHA AKAKO 611 00yXBaTnAa
HajpasAMunTHje 00AACTY TIO30PUIIHOT CTBAPAAALITBA, ITa CAMUM TUM U
UCTpa)kKMBama. BpeMeHOM, OBO YCTPOjCTBO AOKMB/»ABAAO je M3BjeCHe
MoauduKalyje, Kao ¥ CBaK! )XMBY OPraHM3aM, aAl je OCHOBHU o0Opa3alj
4acoIica 0CTa0 Y OKBUPYMA MPBOOUTHO AedMHMCAHOT.

Criel$UYHOCT OBOT YacOMIICa HYje y IeroBoj CTPYKTYPY KOja Y 3HauajHoj
Mjepy Ipey3Ma MOAEA CTapUjuX IMyOAMKaLMja CAMYHOT IpoduAa, Hero y
HEroBOj aKTYEAHOCTY U IIMPUHM KOja je AebUHMCaHa M Y CAMOM IOAHACAOBY
(mosopuilHe 1 Bu3yeAHe KOMyHUKaLyje). TeMaTcke LijeArHe Koje Cy
AudepeHIMpaAe YaCoMIC IIPEACTaB,>Ajy OKBMPE YHYTap KOjUX MCTPasKUBauM
¥l TEKCTOBM IIPOHaAa3e CBOj npocrop. basuyuHa noraaema (,V13 ucropuje n
Teopuje nozopuira’, ,duam’, ,I'ayma’, ,Meauju®, ,PectuBaan’, ,IIpuxasu”,
»Apama“ ,AyTkapcTBo®, 1 Ap.) Y CB0jOj OpOjHOj KOMOMHATOPULIM, Y3 AOAABAIE
crepUYHNX TeMaTMKyMa CTBapajy 0COOEHOCT eCTeTCKOT OKBMPa CBAKOT
HojeAMHAuHOT Opoja.

[Tocwearsn, ocMu 6poj oBe mybAMKalMje, KOjU je U3 IITaMIle M3UIIA0 Y
Apyroj nmoaoBunu 2016. ropuHe, y 3Ha4ajHOM OOVMY yIIO3Haje YUTAAQUKU
ayAUTOPHjYM Ca PapOBMMa KOjU Cy M3AAraHM Ha CTPYYHO-HAyYHOM CKYITY
»Kaksa je 6yayhHoct Tearpa? — Ilpoaykiija caBpeMeHor TeaTpa“, Koju je
oAp>kaH 24. maja y okBupy XIX Tearap decra ITerap Kounh 2016. ropute y
bamwoj Ayuy, y opranusauuju HapopHor nosopuinra Perrybanke Cprcke,
Axapemuje ymjeTHoCcTU Barba Ayka 1 BUCOKOILIKOACKE yCTaHOBe ,,bamaayka
KOAelr",

1 dp Jbuspana Yekuh, Haponuo nosopumre Pemy6inke Cpricke
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[ToBopaOM cTOropMiIBbULIEe CMPTU HajBeher Kpajuikor nucua Ilerpa
Kounha, pop Ayka Ke1maH, 3aMjeHUK TAaBHOT I OATOBOPHOT YpeAHMKa ,AroHa”
je Aao KpaTak ocBpT Ha 3Hauaj KounheBor ajeaa ca craHoBMILITA Teopuje
KIbVDKEBHOCTH aKLeHTYjyhu TeaTapcKy AMMEH3Mjy berose Mpose, Kao U
HETOBY HENCLIPIIHY MHCIIUTaAPMBHOCT MOTMBA U TeMa Y IMOCTYIILMa
TPaHCIIOHOBama IPO3HOT TeKCTa y Apamy. Keiman aHTununupa u orsapa
HoBa Tymauemwa KounheBor omyca y cBjeTAy eBpoICKe ApaMCKe AUTEPATYPE,
aAn ¥ GUAMCKE YMjeTHOCTH.

Y TeMaTCKOM AMjeAy IyOAMKalLuje, Koja AOHOCH PAaAOBe Ca IIPETXOAHO
MIOMEHYTOT CKYIIa 00jaB/oEHO je AeBET TEKCTOBA ayTOPa KOji Cy U3 AUCIIAPATHMX
TeaTapCKVX BU3Yypa aHAAM3MPAAM IIO30PUILIHY IPOAYKLIMY BpeMeHa y KOMe
JKMBMMO U OHOT KOje T€K AOAA3U.

Heb6ojiura bpapuh, mosopuiiau peputes ce y CB0OjOj jeaTpOBUTOj U
emnupujcku norBpheHoj anaausu ,Bpeme je 3a Kyatypy“ ocBphe Ha
HeMOTYhHOCT Tp>KMITHOT QYHKLMOHMCaba KYATYpe MpoHu3upajyhu ,,mamer
Maca“ 1 KOHCTaTyjyhu Aa Cy yMjeTHOCT U XyMaHUCTUYKe HayKe 00AacT
/PYACKOT AjeAOBam-a Ha Koje Huje Moryhe NMpuMjemBaTy 3aKOHEe TP>XKUIIHOT
HeoAnOepaansma. Objaumanajyhy 3Hauaj MHCTUTYLMja Ka0 He3a00MAa3HOT
0OCAOHILIa Y GMHAHCHPahy YMjeTHMUYKOTI CTBApaAallTBa OH ITOKYIIaBa A
objacHM BaXXHOCT OaAaHcuparba nuaMebhy Ap>kaBe 1 MAEOAOTHje Ca jeAHE U
YMjeTHOCTMU 11 eKCIIePTCKe aHAAM3€ Ca APyTe CTpaHe y IIPoLiecy BaAopu3aLiyje
YMjeTHUYKMX AjeAa Koja O Tpebaao aAa OyAy CyOBeHLIMOHMCAHA.

[Toaasehn op KoHCTaTauMje Aa je mo3opuilTe y Kpusu (a Kapa Huje?) u
AvjarHocTHKyjyhu y3poke TakBor cramwa Ap 3opaH hepuh y texcry ,Op
KpU3e [T030pUILTA AO IIO30PULITA KPU3€, Ka IO30PULITY HOBE ApaMaryruje”
Adje MpeLM3HY CAMKY CaBpEMEHOI TeaTpa U HheroBor ypyllaBakba jaCHO ce
pedepuiyhu Ha Teopujcke aHaAM3€ 3HAYAjHUX CBjeTCKUX Tearpoaora (ITarpuc
[TaBuc, Aepex Ilertet, Kan Boapujap u Ap.). Kparkom perpocrnexkTuBom
AOMMHAHTHMX IO30PUIIHMX €CTeTMKA TOKOM BUIIEMUAEHUjYMCKOT Pa3Boja
€BPOIICKOT NMO30pHUILITA ¥ KOHLM3HUM I0jallIlbelheM ApaMaTypruja Koje Ha
pasAMYMTE HAYMHE er3UCTUPAjy Y CABPEMEHOM IT030PUIIHOM IIPOCTOPY, OA
OHX KOje ce Mor'y TpoHahy camo jol y peLiuAUBYIMAa AO OHUX UMjU AOAA3AK
Ha CLIEHY TeK IpeACToju, Tpodecop Hepuh nmoxymasa pa MHULIPA KOH3UCTEHTHY
CcUCTeMaTU3aLMjy ApaMaTypryje Kao HayuHe AMCLUIIAVHE Ha CPIICKOM
je3M4KOM IPOCTOpY.

Ap Harawa I'anmmuh, y cBom paay ,TeaTpaanusanyja peaaHuX UCKyCTaBa
K0 13230B CaBpEMEHOT (AOKYMEHTApHOT ) MO30pMIITA" IOKYIIAaBa Aa MpoHabe
OArOBOD Ha IMTabe KOjy CY KOpHjeH) BapOaTHM TeaTpa Ha HALlMM TPOCTOPUMA
U Y UEMY je TajHa HheroBe PaclpOCTPalbeHOCT U MOIYAAPHOCTU Y CBjeTAY
CaBpeMEeHMX APYIUITBEHMX U MOAUTUYKKX Aorabarba, 6aBehn ce Ha Taj HauMH
aKTYeAHOM COLMOAOTHjoM nosopuiita. [Toaasehu op ncropujcknx noveraka
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AOKYMEHTapUCTUYKOT Tearpa npodecop I'anumh pacsjeTmana reHesy passoja
BepOaTUM MO30PUILITA Y BPIIY PEKOHCTPYKLMjy IpoLjeca HaCTaHKa OBOT
00AMKa TeaTapCKOr CTBapaAallTBa IpoHaAasehn yrmopuilre CBoje aHaAM3e
y ABjeMa 0eorpapCKUM IpeAcTaBaMa Koje je bamaAyyka MyOAMKa MMaAa
MPUAMKY A BUAU Y CBOM IPaAy.

Yaazehu y Hajpehr 1 HajKOMITAEKCHMjU, aAU U HajBUIIE IIPOyYaBaH
IIO30PUILIHY IPOCTOP, IPOCTOP CTBAapaAalliTBa 1 X1BoTa Bumema lllexcnupa
AP Aaexcanpap Caia [panauh je xpabpo 3akopauno y moppydje Ha Koje
rOTOBO CBaKM MMCAehy HOBjeK oAaKe CBOje IIPaBO Ha BAACHUIITBO, T03HABAbe
1 TyMaueme. Te>kak ¥ He3axBaAaH 3aAaTaK, aAll BEAUKU UCTPAKUBAYKU
n3as3oB. Vaxo cam Has3us ,CaBpemeHocT lllekcrpose KoMeaMje Y KOHTEKCTY
IPOAYKLMje CaBpeMeHOT Mo30puIuTa’“ ayTopy oMehaBa UCTpaXXMBAUKO MOMeE,
Ap

I'panamh npormpyje o6AacT cBor MHTepecoBamwa HaBopaehy MHOLITBO
dakTorpadckux noaparaka 13 KMBOTa U MpodecroHaAHOr pasa bapaa ca
EjBoHa Koje HAaBOAM Y CAMOM pPaAy.

»/1360p IIPOAYKLIMOHOT THMa Y ayAMO-BU3YEAHOM IPOjeKTy" Ap Muaoiia
Babuha mpeacTaBsda KpaTKy TYTOpUjaa 3a M300p IMPOjeKTHOT PYKOBOAMOLIA
1 popmupambe MpojeKTHe eKuIle Koja 01 MmocjeaoBasa KOMIIETEHL[je 3a
peaAnsalyjy CAOXKEHUX IPOAYKLIVCKUX 3aAaTaKa.

PerpocnekTuBy HajcTapujer nmosopuiHor ¢pectusasa Pernybanke Cpricke
OA HEeTrOBOT OCHMBAbha AO AQHAIIBLIMX AaHA U3A0XKMO je Ap Pape CumoBuh y
CBOM TeKCTy ,IIpoaykimja dpectuBasa moHoppama Cprcke — PecTuBaa
Mmaaux cueHa (1995 — 2015)". Kao akTMBHM yUeCHUK Y Kpenpary OpraHusaloHe
CTPYKTYpPe€, QAU U €CTETCKOT MAEHTUTeTa heCTHBaAQ KOjU je CBOj )KMBOTHU
BIj€K OTIIOYEO0 Y PATHOM OKpY>Xemy, Ap CumoBmh cBjeaoun OypHY UCTOPUjY
OBe KyATYpHe MaHudecTalyje. Y3 MHOILITBO [T0AATaKa KOjuIMa ayTOP PaCIioAasKe
Y TEKCTY Ce LIUTUPAjY U AjEAOBU AOKYMEHaTa KOjU IPEeACTaBA,ajy pUjeTKO
cayyBaHy apXmuBCKY rpaby.

He ry6ehu 13 Buaa ocHOBHY Mucao Boausy Ap bpanko bphauuH je, momyr
OAAMYHOT yyeHMKa cBojuM TekcToM “TIpausBjeaba Ha penepToapy, M3a30BU
Y MCKYLIeHa POAYKLMje” OATOBOPUO Ha 3apaHy TeMy HayuHor ckyna, pajyhu
Bubeme Tearapcke 6yaAyhHOCTY 13 BU3ype O30PUILIHOT APaMaTypra, ApaMCKOr
IIMCLIA, QAU U AYTOTOAMIIEET YMjeTHUYIKOT AvpeKTopa HapoaHor nosopuiira
Peny6anke Cpricke. Yoauyjyhu y sxpBamw cBoje aHaause temy CKyma, Ap
BpbanuH Aaje MCTOPMjCKY IIperaea 3HavYaja IOCTaBobaba HALIMOHAAHE ApaMe
Ha perepToap HaL[MOHAAHOI TeaTpa OCAamajyhu ce Ha AATMHCKY MaKCUMY
Cuius panem edo, eius carmine cuneo (Uuju x»eb jepeM, meropy mjecmy
njeBam). Kopuctehn meToay cTyanje cayyaja ayTop aHaAM3upa ABa ApaMcKa
TeKcTa caBpeMeHux cprckux mucaua (b. Hlnawesuh, b. Yyyak) 1 muxoBy
CLIeHCKY (He)peaAusauyjy.
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Jou jeAaH pap HacTao Kao pe3yATaT IOMEHYTOT cKyma ,IIpuaarohaBatbe
VMHCTUTYLMja KYATYPe YCAOBMMA PaAQ Y TPAH3ULMOHUM APYLITBUMA® AP
Henapa HoBakosuha npy’ka unTaolly CAMKY TpeHyTHe OpPTraHM3aliioHe
CTPYKTYpe MHCTUTYLMja KyAType Penybarke CpIricKe U HyAU jJEAHO OA
moryhux pjelema mbeHe KBaAUTETHe peopraHusaluje.

Canppa bapuiuinh cBojum papom ,3Hauaj MHAMBMAYAAHUX cA0DOAQ Y
CaBpPEMEHOj MPOAYKLIMjU U eCTeTULIU anocTpodupa 3Ha4Yaj MO30pUILIHE
MPOAYKLVje IPUIMCYjyhy joj HajOATOBOPHUjY MO3ULIjY Y IIO30PUIIHOM
CTBApaAaIlTBY Adjyhn joj mpuMaT Hap YMjeTHUUKUM ITpodecujama, YnMe je
320KPY’KEHO IIOTAAB/»€ YaCOIICa y KOMe Cy ITyOAMKOBaHY paAoBy ca Hayunor
ckyna ,Kaxsa je 6yayhHoct Tearpa? — Ilpoaykiimja caBpeMeHor Tearpa‘.

Y ujeAnHu Koja Hocu HasuB , Teopuja“ o6jaBmeHa Cy ABa papa MAAAUX
MCTPpaXMBaya Koj/ Ha pa3AMYMTe HaulHe TPeTUPajy APAMCKU OIIyC TpojulLie
Haj3HA4YajHMj/IX aMEePUUKUX APaMCKUX MMcaLa.

Macka Kao CLIeHCKM KOCTHUM, aAM ¥ KaO PeKBU3UTA eI'3/CTVpa II0AjeAHAKO
AYTO K20 1 caMO IO30pHUIITe U IIPEACTaB/»dA IIPEAMET UCTPaXKMBamba MP
Harae ByuenoBuh y TekcTy 1moa Ha3uBoM ,, YIoTpeba MacKu y MOAEPHOM
aMepuYKoOM o30puIuTy y Apamama Jyymua O’Huaa“ Ayropxa Aaje ncTopujcku
IIpETA€A YIOTpebOe MO30PUIIHKUX MACKV KOMITapupajyhu i1XoBo 3Hauewe y
Pa3sAMYUTUM UCTOPUjCKUM ertoxaMa. Kao Tpu raaBHa BpeMeHCKa 1 eCTeTCKa
yImopuilTa cBoje aHaause Mp ByueHoBuh opabupa aHTUYKY Apamy,
cpeAleBUjeKOBHE MopaauTeTte u Apame JynnHa O’Huaa, cTtyanosHo ce
6aBehu ynorpebom macku y popamamaoBor HobeaoBlia 1 HajsHauajHMjer
IIpeACTaBHIKA aMePUUKOT IICUXOAOLIKOT peaAn3Ma.

Ha ¢ony mperxopHor papa 3opan TopopoBuh ny6Aukyje cBoj TeKCT
»~Apame Tenecu Buanjamca u EABappaa Oa6uja Ha cuienn HapopHor nosopuiira
Penybauke Cprcke”. Bpahajyhu ce y mpoiiaocT HajcTapujer Kpajuikor
nosopuiuta TopoopoBuh 4nTaOLy Ipy’ka Ha YBUA NPUCYTHOCT aMepuyKe
ApaMe Ha pelepToapy OBOI TeaTpa OA HheroBOI OCHMBAMKA AO AQHAIIBUX
AaHa. VMinpopmuinyhmy, aam u pooumpajyhu unrasauxy myGAMKy MAaau
JUCTpaXMBad TEXUIITE CBOje aHAaAlM3a CTaBAda Ha ABUje MpeacTase ,, Ko ce
60ju Buprimnuje Byad“ u , TpamBaj 3BaHu >kema” Koje Cy Ha OAHOAYUKO]
CLieHV OAUTPaHe IIpyje AeceT, OAHOCHO IIeTHAeCT FOAMHA.

Ap oumana Hexnh y TexcTy noa Hasusom ,,Cairapa KyhHor Apamarypra®
Adje mpukas Kmwure Ap bpanka Bpbanuna ,Apama u nosopHuia y bamwoj
Ayun“ Haraamasajyhu aoa Bearky 6poj moparaxa ys IpeLnsHy MUcao 1 jacHy
pedyeHu1ly, y3 HEKOAULIMHY AYXOBUTUX CMHTarMy €2 HECKPMBEHOM €HeprijoM
M AMYHMM I1e4aTOM ayTopa, OBa KHUra MOXKe IIPeACTaB»aTH 3aHUMMAYBO
HITUBO 32 PAa3HOPOAQH YMTAAAYKY aYAUTOPUjYM.

IIpema ycTaseHOj CTPYKTYPU YACOMMCA TOC/HEAE CTPAHNLE CY HAMjeheHe
ApaMaMa caBpeMeHIX MMcala Koje A0 Capa Huje MyOAMKOBaHAa HUTY jaBHO
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nsBoheHa. Y ocmoM 6pojy ,AroHa“ objaBmena je Apama Cunnite KoaueBnha
»YUUTesUIIA" KOjy je 3HaYajHU CPIICKU APAaMCKM NMCAL] HAnmcao TokoM 2014.
TOAVHE.

Y MHOIITBY TEKCTOBa Pa3AUYMTHUX IO CBOjOj TeMeaTULi, OOUMy
VICTPRKUBaKa, aAU U KBAAUTETY ,,ATOH” IIpEACTaBAda YaCOMUC KOjU AAKO
IPOHAAA3! YT AO CBOjUX YMTAAALI], OA OHMX KOj/IMa je ITOTpeOHa MoAYKa O
06a3MYHUM NUTaKkMMa U3 Teopyje T030pUIIHE YMjeTHOCTU U BU3YEAHUX
KOMYHMKalj[ija AO eKcIlepaTa KOjU Cy 3aMHTEepPeCcOBaHM 3a HajHOBUja
VCTPaK/Bamha CBOjUX KOA€ETa.
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